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Abstract—The 5G wireless networks will support massive con-
nectivity mainly due to device-to-device communications. An
enabling technology for device-to-device links is the dynamical
spectrum access. The devices, which are equipped with cognitive
radios, are to be allowed to reuse spectrum occupied by cellu-
lar links in an opportunistic manner. The dynamical spectrum
availability makes cognitive users switch between channels, which
leads to communication overhead, delay, and energy consumption.
The performance degrades even more in the presence of security
threats. It is important to countermeasure security threats while
meeting a desired quality of service. In this paper, we analytically
model the impact of spectrum dynamics on the performance of
mobile cognitive users in the presence of cognitive jammers. The
spectrum occupancy is modeled as a two-state Markov chain.
Channels are modeled as double fading. Our contribution is
proposing a pseudorandom time hopping technique to counter-
measure jamming. We achieve an analytical solution of jamming
probability, switching and error probability. Based on our findings,
our proposed technique out performs the frequency hopping anti-
jamming technique in a number of performance metrics.

I. INTRODUCTION

5G wireless networks will support 1,000-fold gains in capac-
ity. Deployment of networks with such a massive capacity poses
many challenges, among which radio resource management is
the most significant. The challenge is even more acute with
the introduction of device-to-device communications [2]. 5G
will support connections for at least 100 billion devices [6].
The support of massive capacity and connectivity becomes
even more challenging when security concerns are taken into
account. An enabling technology for device-to-device links is
the reuse of spectrum occupied by cellular links [2]. In addition
to cellular users, which are the primary users of spectrum, the
communicating devices, which implement the cognitive radios,
access the channels opportunistically. The dynamical spectrum
access improves the spectrum utilization. However, the lack of
access priority makes communication between cognitive users
more vulnerable to security attacks.

A. Motivations

The availability of resources to cognitive users varies over
time depending on primary users behaviors. The process of
identifying and exploiting spectrum access opportunities causes
performance degradation. Achieving a desired quality of service
in cognitive networks while handling a security attack, e.g.
jamming, is a challenge. Jamming attacks are more detrimental
than other types of attacks [11]. Jammers can completely disrupt
the communication between legitimate users. Jammers can

utilize their transmission capabilities over the limited resources
accessible by cognitive users. The challenge of maintaining a
desired quality of service is even more acute when legitimate
users are in motion. Due to the mobility of users, communi-
cation channel becomes both frequency and time dispersive. In
this paper, we are proposing a pseudorandom time hopping anti-
jamming scheme for cognitive users which are in motion. Our
scheme out performs frequency hopping anti-jamming schemes.

B. Limitations of Existing Anti-jamming Techniques

A large number of resource management schemes have
been recently proposed in the context of cognitive networks.
However, few of those take into account security attacks like
jamming. Most of the anti-jamming schemes existing in the
literature rely on frequency hopping technique and its variations
(e.g. [10] and [12]). We see anti-jamming methods based on
frequency hopping to be unpractical in the context of cognitive
networks for the following reasons.
• The coordinated frequency hopping schemes, where cogni-

tive users follow a pre-share key to hop between channels
whenever the last assigned channel is jammmed, are un-
practical. Due to lack of access priority, a cognitive user
is required to vacate a channel whenever a primary user
reclaims the spectrum usage right. Consequently, the user
needs to identify some other idle channel and switch to
that channel. High primary user activities leads to high
switching rate, which in turn causes communication delay,
and energy consumption. The performance degrades even
more with frequency hopping anti-jamming schemes.

• Anti-jamming techniques based on frequency-hopping can
lead to a high probability of jamming. High primary user
activities decrease the number of channels accessible by
cognitive users, hence a jammer has more chance to hit
their channels.

• The uncoordinated frequency hopping, where no agree-
ment made between the transmitter and receiver on the
hopping pattern, drastically degrades communication ef-
ficiency. Consequently, it is unpractical in cognitive net-
works where the resources are scarce.

• It is not necessary that cognitive users have access to
multiple channels, which is a requirement for the frequency
hopping anti-jamming methods.

• Spread spectrum based techniques which require a rel-
atively large bandwidth are not applicable in cognitive
networks since spectrum availability is volatile.



C. Summary of Contributions

In this paper, we introduce a jamming resiliency for com-
munication links between cognitive mobile users. The channel
occupancy is modeled as a Markov chain. The fading channel
is modeled as a double fading channel. The anti-jamming
technique is based on a pseudorandom time hopping. In the
proposed scheme, the capacity of a channel is subdivided into
n portions, where a user sends its data over one portion. The
allocation is done by dividing the time axis into frames. Each
frame is divided into slots of fixed length (e.g., one bit or one
packet long). A user is constrained to only one slot per a frame.
As time goes, a user keeps hopping between time slots. The
allocation of the slots is made psedorandom according to a
private key.

To the best of our knowledge, the idea of defending against
jammers by distributing the data in time secretly has not been
considered. We obtain the analytical solution for switching,
jamming, and bit error probability. We compared the analysis
of our scheme with the frequency hopping system. To the best
of our knowledge, countermeasuring jamming while taking into
account the mobility of users and the impact of the anti-jamming
scheme on the switching process has not been addressed in the
literature. Below we summarize the advantages of the proposed
technique.

• The system is designed to mitigate the time-varying effects
of the channel caused by the mobility of users. The slot
duration is carefully selected to mitigate the frequency
dispersive effects of the channel. The slot duration should
be small so that the channel variations within the slot are
small.

• The frame duration is larger than the channel’s time coher-
ent duration to guarantee independence between frames.

• Selective diversity can be the criteria for allocating the slot
to combat fading effect. The channel level crossing rate,
which is the rate at which the transmitted signal envelope
crosses a specified level, and duration of fades, which is
the average duration of time during which signal envelope
remains below a certain level, can be considered to allocate
the slot with the best quality.

• Our scheme provides a jamming resiliency for cognitive
networks with arbitrary number of accessible channels.
There is no assumption on the minimum-required number
of channels as is the case for most of the other anti-
jamming schemes. However, for multi-channel system,
users can access more than a channel simultaneously to
speed up data transmission.

• Cognitive users vacate a channel only if a primary user
is detected. Hence, the switching overhead in our tech-
nique is less than that for frequency hopping anti-jamming
schemes. The jamming resiliency can be improved even
more by making switching between channel follow a secret
pattern derived from the same key pre-shared between the
transmitter and receiver.

• The primary users’ activity is considered in the design of
slot duration so that the average transmission delay and
switching probability are as desired.

• The proposed system has a great flexibility to be accessed
by multiple users. Different slots can be assigned to
different users.

• Our technique is out performing the frequency hopping
based schemes in different metrics, including switching,
service, and bit error probability.

II. SYSTEM MODEL

A. Channel Model

Cognitive users have access to N channels licensed to some
primary users. The occupancy of each channel is modeled
as a two-state Markov chain. Cognitive user opportunistically
utilizes the spectrum. The average channel idle and busy interval
(denoted by T idle and T busy respectively) are independent and
exponentially distributed with parameters u and v respectively.
All the channels are assumed to be independent of each other
and identical. Channels are both frequency and time selective.
The time selectivity is caused by the relative motion between the
two communicating entities. We consider the mobile-to-mobile
channel model described in [3].

The model of primary users applies to users in cellular
networks. It is popular to model arrival of calls as a Poisson pro-
cess (i.e., exponentially distributed interarrival times), and the
probability distributions of call durations as exponential [15].
Successive interarrival times and call durations are independent
of each other in this model.

B. Attacker Model

• A jammer is assumed to have limited resources. It has
limited power, denoted by J , within each time frame
duration, denoted by Tf .

• The attacker should not jam primary users , as they are
the licensed users since that might cause a penalty on the
attacker.

• The jammer has a similar capability with legitimate cogni-
tive users. Jammer senses to and switches between chan-
nels.

• The jammer chooses to jam the entire frame duration (i.e.,
continuous time jamming), or a few slots within a frame
(i.e., partial-time jamming).

III. PROPOSED SCHEME

In the proposed pseudorandom time hopping communication
system, the available channel capacity is subdivided into a
number of time slots n. The allocation is done by dividing
the time axis into frames. Each frame is divided into n slots
of one bit long. A user’s transmitted signal occupies one of
the available slots. The selection of the time slot is made
pseudorandomly according to a private key pre-shared between
the transmitter and receiver.

A block diagram of the transmitter and receiver system
is shown in Fig. 1. In any signaling interval, cognitive user
senses to the channels to identify the spectrum opportunities.
According to a private key, user selects one of the unoccupied
channels. Then, the slot to be occupied by the transmitted signal
is determined according to the same key. For security reasons,
different seeds can be used to generate different patterns over
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Fig. 1. Pseudorandom time hopping system block diagram

time and frequency. The transmitter pre-shares the key and seeds
with the receiver, which in turn removes the pseudorandomness
introduced to the transmitted signal. The modulation employed
is the orthogonal frequency division multiplexing (OFDM) with
Nc subcarriers where each subcarrier employs binary phase shift
keying (BPSK) modulation.

We further analyze this scheme in the following section.

IV. SCHEME ANALYSIS

In this section we analyze a number of performance measures.
We analyze the jamming probability and investigate its depen-
dence on primary users’ behavior. We also derive the expression
of the switching and bit error probability in the presence of
jamming attack.

A. Jamming Probability

The dynamical spectrum availability makes cognitive users
more vulnerable to jamming. It is important to understand the
nature of jamming probability and its dependence on primary
users’ behavior. The jamming probability has its consequence
on the delay performance, and error probability and hence on
the network design.

Jamming probability is the probability that the jammer hits
the channel and the slot assigned to the legitimate cognitive
user. At least one channel needs to be idle for the jammer to be
able to jam cognitive users communication. The jammer jams
m slots within a frame (0 ≤ m ≤ n). The jamming probability,
denoted by Pj , is expressed as

Pj =

N∑
i=1

(
N

i

)
m

in

1

(v/u+ 1)
N−i

1

(u/v + 1)i
(1)

The graph of this equation for different primary users’
behavior in case of continuous time jamming (i.e., m = n)
is shown in Fig. 2. It is observed that Pj changes drastically as
primary users activity changes. The jammer is gaining from the
volatile availability of spectrum. For high levels of primary users
activity (i.e., the ratio between u and v which means that T busy/
T idle is high), the average number of unoccupied channels can
be much less than the total number of channels, giving the
jammer a higher chance to disrupt the communication of the
legitimate users. Another observation we can make is that Pj
can be low when there are few channels and u/v is relatively
high. The reason is that the resources are lacking for both the
legitimate user and the attacker, i.e., the jammer is not able
to jam because of lack of access opportunities. Low Pj might

Fig. 2. Jamming probability vs number of channels

seem appealing, but the lack of access opportunities leads to
higher transmission delay.

B. Switching Probability

In the time hopping system no switching is performed due
to the presence of a jammer. In other words, if the jammer gets
to access the same channel the legitimate user uses, the user is
not required to switch to another channel. The probability of
performing switching at any frame is written as

Psw =
λ

µ

N−1∑
i=1

(
N − 1

i

)
1

(v/u+ 1)
N−i

1

(u/v + 1)i
(2)

λ is the probability that the legitimate user has information
to send within a frame duration. µ is the service probability,
which is the probability that there is at least one primary user
channel idle for at least one time slot. µ can be expressed as∑N
i=1

(
N
i

)
1

(v/u+1)N−i
1

(u/v+1)i e
−uTs .

In Fig. 3, we plot the switching probability for our system
along with the corresponding probability in frequency hopping
systems where legitimate users are required to vacate a channel
whenever it is jammed. [12], [10] and some other existing works
assume that successful channel jamming leads to switching. In
Fig. 3, we set u = 2, v = 1, and slot duration Ts = 100 msec.
It is observed that switching probability for the time hopping
system is relatively low. Because of high jamming probability,
the switching probability of frequency hopping system is much



Fig. 3. Switching probability vs number of channels

higher than that for the time hopping, especially with few
channels. In the same figure, we plot the service probability
µ for both time and frequency systems. In case the data queues
up at the transmitter (which is usually the case since the access
is opportunistic), the maximum probability of having some data
sent within a frame (λ) should not exceed the service probability
(µ) for the queue to be stable. From Fig. 3, we conclude that
in the frequency hopping system, the switching is performed in
a higher probability with a lower service probability. In other
words, the amount of data that can be served in the frequency
hopping system is less than that for the time hopping system.
This is a key thing to observe as one might think that we are
sacrificing the throughput for the anti-jamming resilience in the
time hopping system. However, our findings show that this is
not true.

C. Error Probability

In this subsection we evaluate the probability of error as a
performance metric. We investigate the probability of error for
the additive white Gaussian noise (AWGN) channel and double
fading channel. The jamming signal is modeled as a Gaussian
random process with zero mean. Similar model is commonly
considered in the literature (e.g., [12], [13], and [14]).

1) Error Probability in AWGN Channel: The jammer jams
ρJ fraction of the total frame time, ρJ equals m/n. If the
jamming power per frame is J , then the received jmmaing-
signal variance per slot is J

ρJ
. Assuming that the jamming power

dominates the noise, the probability of error is given by

Pe =

N∑
i=1

(
N

i

)
m

in

1

(v/u+ 1)
N−i

1

(u/v + 1)i
Q
(√2mEs

nPj

)
(3)

where Q(x) = 1√
2π

∫∞
x
e−t

2/2dt and Es is the symbol energy.
The jammer can select m that causes the worst legitimate

users performance. To be able to do so, jammer needs to
estimate the legitimate user bit energy. In Fig. 4, for a different
values of Es/J we plot the probability of error versus the
fraction of jammed slots within a frame. As expected, as the

Fig. 4. Error probability vs ratio of the jammed slots within a frame

legitimate user power to the attacker power ratio increases, the
attacker needs to focus its power over less number of slots to
be able to successfully jam. Otherwise, the attacker wastes its
power without degrading the performance of legitimate user
significantly.

2) Error Probability in Double Fading Channel: Within each
OFDM subcarrier the channel is assumed to be non-selective
Rayleigh fading with zero mean Gaussian channel gain α.
The cross correlation between lth subcarrier channel gain at
time t + τ (αl(t + τ)) and the and kth subcarrier channel
gain at time t (αk(t)) Rαlαk

(τ) can be factorized into two
factors Rt(τ) and Rf (τ). While Rt(τ) represents the temporal
correlation of the channel gain, Rf (τ) represents the correlation
across subcarriers. We consider the mobile-to-mobile model
described in [3] to characterize our channel. Rt(τ) in this model
is expressed as 2J0(2πfm1τ)J0(2πfm2τ). Where J0(.) is the
zero order Bessel function. fm1, and fm2 are the maximum
Doppler frequency due to motion of the transmitter and receiver
respectively. fm2 can be represented in terms of fm1 as afm1,
where 0 ≤ a ≤ 1. a can also be viewed as the ratio between the
transmitter speed and receiver speed. The power spectral density
corresponding to Rt(τ) is given in [4]. The multipath power
intensity profile which describes the frequency selectivity of
the channels is modeled as an exponential. Due to the mobility
of users, channels experience frequency dispersion, leading to
intercarrier interference I , where I at the ith subcarrier is
expressed as

I =
4EsT

2
s

π2fm1
√
a

K−1∑
k=0
k 6=i

1

(k − i)2

[ ∫ (1−a)fm1

0

f2
1

x
K(

1

x
)df

+

∫ (1+a)fm1

(1−a)fm1

f2K(x)df

]
(4)



Fig. 5. Error probability vs legitimate user power to the attacker power ratio

where x ,
1 + a

2
√
a

√
1−

( f

(1 + a)fm1

)2
and K(x) ,∫ π/2

0

dt√
1− x2sin2t

is the complete elliptical integral of the

first kind.
The error probability is defined only if there exists an idle

channel. The lack of idle channel causes a service delay. The
probability that there is no service within a frame is given by
(1−µ). The error probability conditioned on the availability of
at least one channel for a fixed channel gain is given by

Pe|α =

N∑
i=1

(
N

i

)
1

(v/u+ 1)
N−i

1

(u/v + 1)i[
m

in
Q(

√
2Es|α|2
nJ/m+ I

) + (1− m

in
)Q(

√
2Es|α|2

I
)

]
(5)

The unconditional error probability is given by

Pe =
1

2

N∑
i=1

(
N

i

)
1

(v/u+ 1)
N−i

1

(u/v + 1)i[
m

in

(
1−

√
γ1

1 + γ1

)
+ (1− m

in
)

(
1−

√
γ2

1 + γ2

)]
(6)

where γ1 = EsE[|α|2]
nJ/m+I , and γ2 = EsE[|α|2]

I . E[|α|2] which
denotes the average value of |α|2 which is normalized to unity.

For N = 4, Nc = 256 and u/v = 1, in Fig. 5 and 6, we plot
the error probability for the subcarrier in the middle of a channel
(i = 128) for the case a = 0.1, Tsfm1 = 0.001 and a = 0.5,
Tsfm1 = 0.05 respectively. We can observe from these figures
that when the product of the maximum Doppler frequency and
slot duration (Tsfm1) along with the relative ratio between the
transmitter and receiver speed (a) increase, the probability of
error becomes irreducible after a certain value of Es/J . This
is an important observation in terms of energy consumption
and error performance. For a given transmitter and receiver

Fig. 6. Error probability vs legitimate user power to the attacker power ratio

speed, if a higher quality of service is desired, an adjustment
in the slot duration needs to be made since an increase in
the transmission power might not improve the performance.
Also we can observe that for low legitimate-to-attacker power
ratio, the pseudorandom time-hopping system outperforms the
frequency-hopping system. In other words, when the jamming
power is relatively high, our system achieves, with less power,
the same level of performance that the frequency hopping
systems achieve.

V. CONCLUSIONS

In this paper, we have proposed a pseudorandom time
hopping technique to countermeasure jamming. While taking
into account jamming attacks, mobility of users, and spectrum
availability dynamics, we obtained the analytical solutions of
jamming, switching, and error probabilities. We showed that
our anti-jamming method outperforms the frequency hopping
based anti-jamming scheme in terms of jamming probability,
switching, service and error probability. Our technique is energy
efficient, spectrum efficient, and provides jamming resilience
with little communication overhead, which makes it a strong
candidate for device-to-device links in 5G networks.
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