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Why Decipherment?

It’s fun and cool

— ancient languages

— secret societies

Breaking codes was the first application of NLP
Intellectual root of NLP

— language models, log-odds ratios, smoothing
— ASR and MT use "decoders"

View foreign language as a code for English
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Decipherment Papers by ACL-ers

"Unsupervised Analysis for Decipherment Problems,” (K. Knight, A. Nair, N. Rathod, and K. Yamada), Proc. ACL-COLING, 2006.

(Rejected four times previously, but OK!)

"Attacking Decipherment Problems Optimally with Low-Order N-gram Models," (S. Ravi and K. Knight), Cryptologia, 2009.
"Probabilistic Methods for a Japanese Syllable Cipher," (S. Ravi and K. Knight), Proc. ICCPOL, 2009.

"A Statistical Model for Lost Language Decipherment," (B. Snyder, R. Barzilay, and K. Knight), Proc. ACL, 2010.
"An Exact A* Method for Deciphering Letter-Substitution Ciphers," (E. Corlett and G. Penn), Proc. ACL, 2010.

"Deciphering Foreign Language," (S. Ravi and K. Knight), Proc. ACL, 2011.

"The Copiale Cipher," (K. Knight, B. Megyesi, and C. Schaefer), Proc. ACL BUCC, 2011.

"Bayesian Inference for Zodiac and Other Homophonic Ciphers," (S. Ravi and K. Knight), Proc. ACL, 2011.

"What We Know About the Voynich Manuscript," (S. Reddy and K. Knight), Proc. ACL LaTECH, 2011.

"Simple Effective Decipherment via Combinatorial Optimization," (T. Berg-Kirkpatrick and D. Klein), Proc. EMNLP, 2011.

"Decoding Running Key Ciphers," (S. Reddy and K. Knight), Proc. ACL, 2012.
"Large Scale Decipherment for Out-of-Domain Machine Translation," (Q. Dou and K. Knight), Proc. EMNLP, 2012.

"Deciphering Foreign Language by Combining Language Models and Context Vectors," (M. Nuhn, A. Mauser, and H. Ney),
Proc. ACL, 2012.

"Decipherment Complexity in 1:1 Substitution Ciphers," (M. Nuhn, and H. Ney), Proc. ACL, 2013.

"Beam Search for Solving Substitution Ciphers," (M. Nuhn, J. Schamper, and H. Ney), Proc. ACL, 2013.

"Scalable decipherment for machine translation via hash sampling," (S. Ravi), Proc. ACL, 2013.

“Unsupervised Consonant-Vowel Prediction over Hundreds of Languages,” (Y. Kim and B. Snyder), Proc. ACL, 2013.

Outline

Classical military/diplomatic ciphers (15 mins)
Foreign language as a code (10 mins)
Automatic decipherment (55 mins)
Break (30 mins)
Unsolved ciphers (40 mins)
Writing as a code for speech (20 mins)
Undeciphered writing systems (15 mins)
Conclusions (15 mins)
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Classical military/diplomatic ciphers

Letter Substitution Cipher

* Encipherment key:
PLAIN: ABCDEFGHIJKLMNOPQRSTUVWXYZ
CIPHER: PLOKMIJNUHBYGVTFCRDXESZAQW

* Plaintext: HELLO KITTY
e Ciphertext: NMYYT BUXXQ

* Key itself doesn’t change: "simple substitution"

* What key, if applied to the ciphertext, would
yield sensible plaintext?
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KDCY LQZKTLJKX CY MDBCYJQL: "TR

HYD FKXC, FQ MKX RLQQTIQ HYDL

MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."

KDCY LQZKTLJKX CY MDBCYJQL: "TR

HYD FKXC, FQ MKX RLQOQIQ HYDL

MKL DXCTW RDCDLQ JQOMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."

NKX=ZT<CCH®OWWOUYWOZEEFEXRgHIORXNMEUOAOQWP

w HF o P WwkRE W W o Ww
o o o

-

N0

8/12/2013



KDCY LQZKTLJKX CY MDBCYJQL: "TR
HYD FKXC, FQ MKX RLQQTIQ HYDL

MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."

NHKX=ZT<H®WWOUYWOZRREHERgHTDOQ®MUOQW P

= e FoR P WwRE W W= J o Ww
o o o

-

N0

KDCY LQZKTLJKX CY MDBCYJQL: "TR
HYD FKXC, FQ MKX RLQOQIQ HYDL

MKL DXCTW RDCDLQ JQOMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."

NKX=ZT<CCH®OWWOUYWOZEEFEXRgHIORXNMEUOAOQWP
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a .a .a . .
KDCY LQZKTLJKX CY MDBCYJQL: "TR

.a . a
HYD FKXC, FQ MKX RLQQTIQ HYDL

a .. . .a
MKL DXCTW RDCDLQ JQMNKXTMB

a .a. .a
PTBMYEQL K FKH CY LQZKTL TC."

NHKX=ZT<H®WWOUYWOZRREHERgHTDOQ®MUOQW P

WP o Ww

FoR P WwRE W
o o

= e
o

P

it v
##
#

R EE V

T ###V
1
5
T H##E V
2 .
a e.a .a . e .
KDCY LQZKTLJKX CY MDBCYJQL: "TR *
Cc 8
. ad . e a ee.e E Z *:*
HYD FKXC, FQ MKX RLQQIQ HYDL o
H 3
a . . e .e .a ié .
K 10 ##### V
MKL DXCTW RDCDLQ JOMNKXTMB Lo b
N 1
. e a .da. e.a g .
PTBMYEQL K FKH CY LQZKTL TC." A
; 7T ### V
U
v
didn’t create "ae" ‘s
Y 7
Z 2

#HEE V
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a e.ao .a .e O.
KDCY LQZKTLJKX CY MDBCYJQL: "TR *_
C 8
.a .e a ee.e gz*f
HYD FKXC, FQ MKX RLOQIQ HYDL 5
H 3
a O. . e . .a O §§ .
K 10 ##### V
MKL DXCTW RDCDLQ JQOMNKXTMB L 10 b
N 1 .
. O . e a .d. e.ao O 31 .
PTBMYEQL K FKH CY LQZKTL TC." A
i T ### V
U
don’t like "ao" — back up! %
Y 7 #### V
zZ 2 .
a O e.a . a O O.e .
KDCY LQZKTLJKX CY MDBCYJQL: "TR

.0 .a . e a
HYD FKXC, FQ MKX RLQOQIQ HYDL

ee.e .0

a .- . e .e .a
MKL DXCTW RDCDLQ JQOMNKXTMB

o.¢e a .a. O
PTBMYEQL K FKH CY LQZKTL TC."

e.a

NKX=ZT<CCH®OWWOUYWOZEEFEXRgHIORXNMEUOAOQWP

W o Ww
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#HE V
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a o re.a r.a o) o.e f
KDCY LQZKTLJKX CY MDBCYJQL: "TR
e .a .e a freeze .0 r

HYD FKXC, FQ MKX RLQQTIQ HYDL

ar . £ re .e .a
MKL DXCTW RDCDLQ JQMNKXTMB

o.er a .a.
PTBMYEQL K FKH CY LQZKTL TC."

O re.a r

NHKX=ZT<H®WWOUYWOZRREHERgHTDOQ®MUOQW P

HF o R WwRE W WP o Ww

= e
o

et v
##
#

R EE V

frequent cipher letters: XK CDTMX X
frequent English letters: €t b8Anifsh

#HE V

T #HEV
1
5
6 #### V
2 .
a o re.a r.a o) o.e f
KDCY LQZKTLJKX CY MDBCYJQL: "TR 23
CcC 8
e .a .e a freeze .0 r EZ%
HYD FKXC, FQ MKX RLQQIQ HYDL o
H 3
ar . £ re .e .a b
K 10 ##### V
MKL DXCTW RDCDLQ JQOMNKXTMB i?i#
N 1
o.er a .a. O re.a r °
PTBMYEQL K FKH CY LQZKTL TC." A
:
U
\
W
X
Y
Z

N oy O

#HEE V
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a no re.air.a no no.e if
KDCY LQZKTLJKX CY MDBCYJQL: "TR
.0 .a n .e a freeze .0 r

HYD FKXC, FQ MKX RLQQTIQ HYDL

ar ni. f nre .e .ai

MKL DXCTW RDCDLQ JQMNKXTMB

.1 o0.er a .a. no re.alir in

PTBMYEQL K FKH CY LQZKTL TC."

NHKX=ZT<H®WWOUYWOZRREHERgHTDOQ®MUOQW P

HF o R WwRE W WP o Ww

= e
o

et v
##
#

R EE V

frequent cipher letters: XKL D ZFMX X
frequent English letters: XA n L sh

#HE V

7 ### V
frequent cipher letters: QXK CDTMX X
frequent English letters: € t §A n i £ s h 1
Z #H#HF V
2 .
a to re.air.a to to.e if
KDCY LQZKTLJKX CY MDBCYJQL: "TR 23
CcC 8
.0 .a t .e a freeze .0 r S
HYD FKXC, FQ MKX RLQQIQ HYDL o’
H 3
ar ti. f t re .e .a i B
K 10 ##### V
MKL DXCTW RDCDLQ JQOMNKXTMB ;?i#
N 1
.1 o.er a .a. to re.air it o
PTBMYEQL K FKH CY LQZKTL TC." SRR
.
U
\
W
X
Y
Z

N oy O

#HEE V
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a to repair.a to to.e if
KDCY LQZKTLJKX CY MDBCYJQL: "TR

e .a t .e a freeze .0 r

HYD FKXC, FQ MKX RLQQTIQ HYDL

.a i
MKL DXCTW RDCDLQ JQOMNKXTMB

ar ti. £ t re .e

.1 o.er a .a. to repair it

PTBMYEQL K FKH CY LQZKTL TC."

frequent cipher letters: QX XKL D ZMX X
frequent English letters: € £ A4 n £ £ s h

NHKX=ZT<H®WWOUYWOZRREHERgHTDOQ®MUOQW P

WP o Ww

= e FoR P WwRE W
o

-

N oy O

et v
##
#

R EE V

etV

#H#E V

auto repairman to customer: if
KDCY LQZKTLJKX CY MDBCYJQL: "TR

wailt
FKXC,

you
HYD

we can freeze your
FQ MKX RLQQIQ HYDL

future mechanics
RDCDLQ JQOMNKXTMB

until
DXCTW

car
MKL

discover a way to repailr it
PTBMYEQL K FKH CY LQZKTL TC."

NKX=ET<CCH®NDO"WOoOZICDRgHITOQEHEOOQDW

W o Ww

P oR P WRE W

=

N oy O

S V
##
#
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#HE V
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Pattern word dictionaries

KDCY(LQZKTLJKX )CY MDBCYJQL: "TR

abcdeafdg
HYD FKX(:nowe: MKX (RLOQIQ) HYDL

advocator

airedales

e ZLOEEEE

alienates abcdefghijklm
MKL DXCT:werees CDLQ  JQI 2555 (TMB ghid

cadencies
capricorn besses consumptively
cogencies breeze copyrightable
escapeway budded documentarily
healthily chééée lycanthropies
imbeciles musicotherapy
PTBMYEQ] imperiled KH CY L‘ S .‘L TC . " semivoluntary
incurious dgsses subordinately
inherited finnan unpredictably
injurious fleece
landslide Hogsee
octagonal freeze OR, NORWEGIAN!
oklahoman o
overboard terror filmprodusent
repairman tosses kurspamelding
sacristry tweeze publikasjoner
unrebuked wadded stylemarginpx
unsecured wheeze uproblematisk

Fundamental Questions

* How much English does a system need to
know to break a cipher?

* How long does the cipher need to be, to admit
a unique solution?

* How much computational effort is required to
decipher?

and...

8/12/2013
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How to Make Things Harder?

Homophonic cipher .
— ciphertext values from 00 to 99 i

XIly.r
« A 02,14,16,22,49,51,58, 90 B= &
« B>04,76 C=6n
« C>15,56,71 D=4
etc E=xfa%firs
. C . F=p
— flattens out ciphertext distribution G=9 .

* “acab..” becomes “22 56 14 04...”
— still deterministic in the deciphering direction

Polyalphabetic ciphers
— the secret key changes at each plaintext letter token

— e.g., rotate through 10 different keys

Transposition ciphers

Cipher Types

http://cryptogram.org/cipher_types.html
— documents ~70 types

E.g., RUNNING KEY cipher

— key = agreed-upon standard English text

— ciphertext(i) = [ plaintext(i) + key(i) ] mod 26
— effectively uses 26 substitution keys

— breakable!

— we search for a key and (resulting) plaintext that
are both natural language

8/12/2013
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How to Make Things Efficient?

* Mechanical encryption/decryption devices

“First NLP Task Ever” (1930s-40s)
Breaking the German Enigma Cipher

over the

! radio:

German - N DFKWIFKS N German
text > [é | LWORISJD > text
KSUEIFKR ..
input (intercepted ciphertext) : DFKWIFKSLWORISJDKSUEIFKR ..
output (plaintext): VASISTDASHERRCAPITANRICH ..

13



“First NLP Task Ever” (1930s-40s)
Breaking the German Enigma Cipher

Secret key =
initial rotor
ordering and
settings

Substitution system

N->)J

e g Reversible behavior
Substitution table changes

with every keystroke: NNN = JTE = NNN

-------
........

---------

NNN - JTE

Flattens out ciphertext
letter distributions.

Breaking Enigma

cipher L roposed .
P ——> substitution ——> p 'p —> Is it German? German
text plaintext

|

guessed
key

8/12/2013
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Breaking Enigma

cipher proposed

. —> [s it German? »—
text plaintext

> substitution >

|

guessed
key i

SHANNON TURING KULLBACK

Breaking Enigma

cipher L roposed .
P > substitution ——> p 'p —> Isit German? German
text plaintext

|

= 922 2k

POLISH CIPHER BUREAU &

= BLETCHLEY PARK
> 3 LOOK FOR ENIGMA
“ X BOMBE SETTINGS THAT YIELD
PLAINTEXT PATTERN

"XYZXYZ..."

15



Breaking Enigma

cipher
text

t

> substitution >

guessed

key

proposed
plaintext

FR% 2K

POLISH CIPHER BUREAU &

—> Isit German?

= BLETCHLEY PARK
> B LOOK FOR ENIGMA WINSTON
. _ BOMBE SETTINGS THAT YIELD CHURCHILL
PLAINTEXT PATTERN
"XYZXYZ..."
Enigma
Mathematical breakthroughs:
— Log-odds for weight of evidence [Good, Turing] elegant,
powerful,

— Smoothing with prior [Good, Turing]
— Information theory [Shannon]

1945: War ends

1973: Wartime Enigma decipherment leaked
1975: Last surplus Enigma given to developing countries
1996: One Turing Enigma treatise declassified
2012: Another declassified (but have to go to England)

widely-applicable
mathematics

8/12/2013
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Turing Enigma Treatise
(aka NR 964, Box 201, RG 457, aka "The Prof’s Book")

140pp (written sometime between 1939 and 1942)

One method is to try independently all the possible positions for the middle
wheel. We shall want to know the middle wheel couplings which are
consequences of these various assumptions. This can be done by setting up
inverse rods for the middle wheel. The rods are paired off according to
R.H.W. couplings, i.e. M.W. output. This has been done for the couplings ku,
fx, ep which arose in the DANZIGVON crib in Fig 55, assuming the red wheel
in the middle. The pairs in each column of this set up give possible M.W.
couplings. We have now to find out whether these couplings are possible.
Our procedure is rather different according as the U.K.W. does or does not
rotate. In the case that the U.K.W. does not rotate it will be sufficient to have
a Foss sheet (the rows and columns lettered preferably with the diagonal
alphabet) in which, in the RW square are entered the positions of the left
hand wheel at which the RW is one of the pairs in the L.H.W. output
alphabet Fig 51. This is known as the ‘short catalogue’ for this wheel. w

-

Turing Enigma Treatise
(aka NR 964, Box 201, RG 457, aka "The Prof’s Book")
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One method is to try independently all the possible positions for the middle
wheel. We shall want to know the middle wheel couplings *-hich ~r~
consequences of these various assumptions. This can be ¢ g

inverse rods for the middle wheel. The rods are paired off POWerful

R.H.W. couplings, i.e. M.W. output. This has been done foi ’

fx, ep which arose in the DANZIGVON crib in Fig 55, assun Mathematics

in the middle. The pairs in each column of this set up give possible M.W.
couplings. We have now to find out whether these couplings are possible.
Our procedure is rather different according as the U.K.W. does or does not
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Turing Enigma Treatise
(aka NR 964, Box 201, RG 457, aka "The Prof’s Book")
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One method is to try independently all the possible positions for the middle
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inverse rods for the middle wheel. The rods are paired off POWerful, war-winning

R.H.W. couplings, i.e. M.W. output. This has been done fol ’
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Foreign language as a code

Alan Turing, on Thinking Machines

1nateat we propose to try and see what can be done with a 'bradn' which is more
or less without & body, providing st cost,organs of sight speech and hearing. We
are then faced with the problem of finding sudtable Lrenches of thought fer the
waehine to sxercise it yowers in, Use following fiells appear to o= to have
saventastal~

(4) Viricos goses e,r. chess, noughts and crosses, brilge, pokar.
(41) The learming of langwages.

(141) Yranalation of languages.

(4v) Sryptogea’y.

(v) iatheatics.

of there (4., (iv), and % o lesser extent (141) and (v) are good In that they
reg dve little contuct with Whe outalde world,  7or laatarce in order that the
wchine ahould be able to play cheas it only organs seed te 'syes’ ospable of
sletiegaiering e variovs joulilons om & sjeclally pale board, sndé wemns for
wnowing 1t own woves, .athecatics abould (oeierally be restrictel to branthes
shere olsie > are not . uch used. OF the above jossible fields the lesrming of
ser cuugor would be the woel Lo tesadve, alnce (% s the 208t husan of these sctie
vities, Whis flele sce n houever 0 do end rather 100 such on Sanes Ormans and
Incouotion w0 bs Ceanible.

o flel of ery tossarhy will Jerhaps be the cost resarding. Jhere ia o
re.ackably cloae jareilel detweca the yroblecs of the jhysieizt and those of the
cevptores, bar, e arrven o0 vhideh A wessege a enciphered corres onis o the less
ol the wilvuies, the Latarce tel wssuiws 5o the evidence awallible, the zeva for &
Gy M @ suzacy B0 T ortant comstants which luvs to be deter limd, e QOrTey on-
Corem 40 ¢ofY weone, bul Uhe sublect catter of oryytopns ly i very veslly dealt
wish Jg ddaciwta rachinary, ' yeies not a0 casily, -

8/12/2013
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Alan Turing, on Thinking Machines

Inateat we propose to try and 9ee what can be done with a "bradn' which is more
or less wathout & body, providing st cost,organs of sight speech and hearing. We
are then faced with the problem of finding sudtable Lrenches of thouzht fer the
wachine to sxeroise its yowers in, Ube following fiells sppear to m2 to have
saveatAstal~

(4) Viricos goses e,r. chess, noughts and crosses, brilge, pokar.
(41) The learming of langwages.

\i41) Yranslation of lengeages.

(4v) Sryptogee’y.

(v) satheatieos.

of there (4., (iv), and % « lesser extent (141 and (v) arw good in that they
reg dve little contect with Whe octalie world,  7or laatarce in order that the
wchine ahould be able o play chean it only organs seed te 'syes’ ospable of
sletiegaiering e variovs jorlilons om & sjeclally pale board, sndé wemns for
wnomwing fte own woves, .athecatics alould (oederally be restricted to branshes
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Inoountion %0 bs feanible.
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ol the wilvuies, the Lataree tel wnsurws 50 the evidence awallible, the zera for &
Gey o @ szary %0 1| ortant constants shich luve to be deter.limd, e corresion-
Corom L0 ¢ofY Geone, bul Uhe sublect catter of oryytopns ly is very veslly dealt
wish Jg dlsciwta rachinany, ' yeies not a0 casily, ’

Alan Turing, on Thinking Machines

1nateat we propose to try and 9ee what can be done with a "bredn' which is more
or less without & body, providing st cost,organs of sight speech and hearing. We
are then faced with the problem of finding sudtable Lrenches of thouzht fer the
waehine to sxercise it yowers in, Use following fiells appear to o= to have
saventastal~

(5) Viricos goasn e,r. chess, noughts and crosses, brilge, pokar.
(41) The learming of langwages.

\141) Yranalation of lungeages.

(4v) Sryptogee 'y,

(v) iatheatics.

of there (1., (iv), and % & lesser extent (141) and (v) arw goold In that they
reg dve little contuct with Whe outalde world,  7or laatarce in order that the
achine ahould be able to play chess its only organs seed te 'syex’ ospable of
sletiegiering the variovs joulilons om & s;eclally nalle board, saé wemns for
wnonwing te own woves, .athecatics abould poederalily be restrictel to branshes
shere olsie > are not . uch used. OF the above jossible fields the lesrming of
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vities, Whis flele sce n houever 0 do end rather 100 such on Sanes Ormans and
Inoovntion 0 bs Ceanible.

o feld of ery,tocterhy will Jerhaps be the cost rwsarding. Jhere ia &
re.ackably cloae jarellel detweca the yroblecs of the jhysicizt and those of the
cevptores, bar, e arrven o0 vhideh A wessege a enciphered corres onis o the less
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Gey M @ SBracy 80 T Ortant comstants shich luvs to be deter lumd, e QOTYTey on-
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Alan Turing, on Thinking Machines

1nateat we propose to try and see what can be done with & 'bradn' which is more
or less without & body, providing st cost,organs of sight speech wnd hearing. We

are then faced with the problem of fimding suitable branches of thought for the
wachine to sxeroise its yowers in, Ube following fiells sppear to m2 to have
saveatAstal~

(5) Viricos goses e,r. chess, noughts and crosses, brilge, pokar.

(41) The learming of langwages.

(141) Yranalation of lunguages.

(4v) Sryptoges;’y.

(v) satheatics.

of these (4., (iv), and %6 & lesser extent (111) and (v) are good In that they
reg dve little contect with Whe octalde world, 7o lnatarce in order that the
wchine ahould be able o play chean {ta only organs seed te 'syes’ ospable of
sletiegaiering e variovs jorlilons om & sjeclally pale board, andé wemns for
wnoeing fte own woves, .athecatics alould [oederally be restricted to bransthes
shere olzie s are not . uch used. OF the above jossible fields the lewmming of
ser o would be the woet Le tesadve, alnce I8 in the soet husan of thess sctie
vities. Whis flel sce n hovever (0 Gu,end rather too such on sanes orgens andt
Incouotion w0 bs (eanible.

Po feld of ery tostarhy will Jerhaps be the ost resarding. Jhere ia &
re.actably cloas jarellel detwecn the yroblecs of the (Sysicizt and those of the
cevptares, ‘A, Jhe arrven o6 shideh 4 wessage in enoiphered corres onis to the less
ol the wilvuies, the Lataree tel wnsurws 50 the evidence awallible, the zera for &
Gey w4 @ srary %0 1| ortant constants shich luve to be deter.limd, e corresson-
Corom L0 ¢ofY Geone, bul Uhe sublect catter of oryytopns ly is very veslly dealt
witl do laciwta rachinaty, 1) yeies not »o casils, .

Statistical Machine Translation

"When | look at an article in Russian, | say: this is
really written in English, but it has been coded in
some strange symbols. | will now proceed to
decode." -- Warren Weaver (1947)

| BASIR Weaver saw a colleague decoding intercepts into
‘ Turkish, without "knowing" Turkish.

... maybe a computer could translate into
English without "knowing" English?

OUR HERO
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Statistical Machine Translation

Translate, translate ...

é_,JE_,

Hmm, every time he sees
"banco", he either types
"bank" or "bench" ... but if
he sees "banco de...",
he always types "bank",
never "bench"...

0

I

Translated, parallel
documents

Parallel Corpus

12 English sentences in English and Spanish.

1a. Garcia and associates .
1b. Garcia y asociados .

2a. Carlos Garcia has three associates .
2h. Carlos Garcia tiene tres asociados .

3a. his associates are not strong .
3b. sus asociados no son fuertes .

4a. Garcia has a company also .
4b. Garcia tambien tiene una empresa .

5a. its clients are angry .
5b. sus clientes estan enfadados .

6a. the associates are also angry .

6b. los asociados tambien estan enfadados .

7a. the clients and the associates are enemies .
7b. los clients y los asociados son enemigos .

8a. the company has three groups .
8b. la empresa tiene tres grupos .

9a. its groups are in Europe .
9b. sus grupos estan en Europa .

10a. the modern groups sell strong pharmaceuticals .
10b. los grupos modernos venden medicinas fuertes .

11a. the groups do not sell zenzanine .
11b. los grupos no venden zanzanina .

12a. the small groups are not modern .
12b. los grupos pequenos no son modernos .

8/12/2013
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Parallel Corpus

12 English sentences in Centauri and Arcturan.

1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .

2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .
2b. at-drubel at-voon pippat rrat dat .
3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

8/12/2013
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Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .

2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .
2b. at-drubel at-voon pippat rrat dat .
3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .
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Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .

2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok-hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

?7?
11b. wat nnat arrat mat zanzanat .

12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .
2b. at-drubel at-voon pippat rrat dat .
3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .
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Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .

2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arfat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .
2b. at-drubel at-voon pippat rrat dat .
3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arfat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .
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Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .
2b. at-drubel at-voon pippat rrat dat .
3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .

10a. lalok mok nok yorok ghirok clok .
?7??

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat ar%at .

12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .
2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .
/

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arfat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .
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Centauri/Arcturan

Your assignment, translate this to Arcturan:
1a. ok-voon ororok sprok .
1b. at-voon bichat dat .
2a. ok-drubel ok-voon anok plok sprok .
2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

|/

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

9b. totat nnat quat oloat at-yurp .

10a. lalok mok nok yorok ghirok clok .
.e** process of

10b. wat nriat gat mat bat hilat . elimination

11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arfat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

— 7

12b. wat nnat forat arrat vat gat .

Learn Translation Knowledge from
Non-Parallel Text?

English/Albanian

Parallel text

i
L
| |

Translation model

English Albanian
text text

NS

]
l

Translation model

Is this what Weaver had in mind?
We’ll come back to this idea.

8/12/2013
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Automatic decipherment

Letter Substitution Cipher

ciphertext c

29



Letter Substitution Cipher

» plaintext p

P(p)

P(c | p)
ey"

» ciphertext c

Letter Substitution Cipher

plaintext samples,
unrelated to ciphertext

» plaintext p

P(p)

P(c | p)
llkeyll

» ciphertext c

8/12/2013
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Letter Substitution Cipher

plaintext samples,
unrelated to ciphertext

&€ — plaintext p

P(c | p)
ey"

» ciphertext c

Letter Substitution Cipher

<
QQSS:L — plaintext p

P(p)

P(c | p)

ukeyu

» ciphertext c

8/12/2013
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Letter Substitution Cipher

Find substitution-table values
ciphertext ¢ that maximize
P(c) =2, P(p, ¢)
=2, P(p) P(c | p)

&g —— plaintext p —» » ciphertext c

P(p) P(c | p)
eey"

Letter Substitution Cipher

Find substitution-table values
ciphertext ¢ that maximize
P(c) =2, P(p, ¢)
=2, P(p) P(c | p)

3 3 i
QQSS:L — plaintext p =— «&"‘*1' — C|phertext C

P) . 7 P(e ] p)
R ukeyu -
best guess -
: +——| DECODE |+
plaintext p

Find plaintext p that maximizes
P(p | ¢) ~ P(p) P(c | p)

8/12/2013
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Letter Substitution Cipher

. Find substitution-table values
plaintext samples, ciphertext ¢ that maximize

unrelated to ciphertext P(c) =2, P(p, c)
o] ’
% =3, P(p) P(c | p)

111111

— plaintext p ——> — ciphertext C

INEEEEE
W

lllllll

best guess

: Viterbi
plaintext p N

Find plaintext p that maximizes
P(p | ¢) ~P(p) P(c | p)

Decipherment Accuracy vs.

Cipher Length
e
£, N\
% . \\ \Z-gram
A=
NN
E A\
oL A\
1 \\\

0 100 200 300 400 500

length of cipher

8/12/2013
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Letter Substitution Cipher

. Find substitution-table values
plaintext samples, ciphertext ¢ that maximize
unrelated to ciphertext P(c) =2, P(p, c)
p ’

EM =3, P(p)";\P(c | p)
[Ravi & Knight 09b]

— plaintext p ——> — ciphertext C

INEEEEE
W

T

PD) __ Plelp)

best guess

: Viterbi
plaintext p N

Find plaintext p that maximizes
P(p | c) ~ P(p) P(c | p)* €= [Knight/Yamada 99]

Reducing LM Weight During EM

100

0
S
\
\

&0

50 -

40 \ Set EM to maximize

30 \\ P(c) =2, P(p)°*P(c | p)

2 \‘\ instead of

. ot N P(c)=Z, P(p) Plc | p)
~

% of ciphertext characters wrongly deciphered

length of cipher
[Ravi & Knight 09b]

8/12/2013
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Random Restarts are Critical

English 98-letter cipher, 3-gram LM y : AT Japanese
T ae— syllable
cipher
g ,.'-%.v
i s o . - A
<

even people do restarts!
[Ravi & Knight 09b]

Good Language Models are Critical

English 98-letter cipher
1 T T

2-gram
3.gram
09 - 4-gram
S.gram
S.gram
03 - 7-gran
0
L
=
5 0
7]
5 0
2
. L
$
03
1
0 > = z
2 27 28 29 3 3.1 12 33 34 35

il‘; opy ::-;-A Pia) LN
b LB i [Ravi & Knight 09b]
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Searching for Deterministic Keys

Peleg & Rosenfeld, 1979

— relaxation search

Ravi & Knight, 2008

— ILP, exact search

Corlett & Penn, 2010

— A* exact search

Nuhn, Schamper, and Ney, 2013

— beam search

*UsellPtosearchonly ™[ T 77— 7 "o
deterministic keys. 5 ) o U G

Deterministic Keys

* Exact, no restarts. of B i i

Cipher | EM
Length | error

™ | i
Ll 1)
@k !

ILP
error

52 85 %

21 %

Decipgharment Emor

98 45 %

12 %

414 10 %

0.5%

"I [Ravi & Knight 08]

Using 2-gram letter-based LM ( EE Vs T e e S .

U ] 2 2] 28 25
Ciphar Length (etlars)
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[Shannon 46, 49]
"Communication Theory of Secrecy Systems"

* Shannon analytically predicted uncertainty about key and message
* Graphed it for a human-level language model

A T

' Entropy of key, H(K|C)

Entropy of plaintext message, H(M|C)

ENTROPY
(DECIMAL DIGITS)

CIPHER LENGTH (LETTERS) T
~1.6 bits/char

for a human

Verifying Shannon’s Prediction of
Plaintext Message Uncertainty

Irgres —v
—
—— —_—— o b Ypras @
..... =~ n} LM AnaIyFicaIIy
....... 3 Predicted
N e g m: Unicity Distance
Ll ?3 " 1-gram 173
..... S > 2-gram 74
g "
= 3-gram 50
for Human Language Model § » - Human 28
, \\\ T 2 .l
o - : ] ]
..... ‘x ... — e
TemEs .".:I;JQ‘:&; i:c;lcjr’:r b
ANALYTIC CURVES (Shannon) ACTUAL CURVES

[Ravi & Knight 08]
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Some Recent Historical Decipherments

Jefferson cipher (L. Smithline)

http://online.wsj.com/article/SB124648494429082661.html

For more than 200 years, buried deep within Thomas Jefferson's correspondence and papers,
there lay a mysterious cipher -- a coded message that appears to have remained unsolved.
Until now.

Civil War ciphers (K. Boklan)

Cryptologia, 30:340-345

We study a previously undeciphered Civil War cryptogram, limiting ourselves to pencil and
paper, and discover not only a missive of military importance, but in the process identify a
new Confederate codeword. Our methods rely not only upon cryptanalysis of the encryption
method but also on the exploitation of an elementary mistake.

German Naval Enigma

http://www.enigma.hoerenberg.com

The "Breaking German Navy Ciphers" Project was founded in 2012. The goal is to break
original radio messages, which were encoded with the famous German ENIGMA cipher
machine. Up to now, we've succeeded in deciphering 53 original World War Il Enigma M4
messages. Many of these messages had never been broken before, so you can read them for
the first time in history.

Copiale Cipher

M ':‘.4,-’1:1}:3-:1»,*.!:'.3".\'"l‘u' pom g AN A

=8 P F
:*1:':hfr‘.1‘1'»‘.'I[}l'ﬁ.k{!;:\rl\?rﬂ Alsgynis
emeeiiia

) Sl

kiscrryanos pbrogaeny 55 e #

l | |
iiccyfle

freasiy ul:.l? n"-":

.1:.\.;" vﬁtu: Yjenom et
() g | ! j

fpax _{:.n.:'\;-; 20 ~‘.L\:\1.-,'l£,\i‘r'§gti.m! '
|

= - " SRR
BbwzEe\ benmen ‘}:gf"tww_w_-. S A —_u'.-."-'é'.p
. 15 . 7 » : . .
JOHRYATUL YT eHATT L )reg f{1smn rl\'nn;’n'\‘ 0w

1f4

. ,‘}‘.‘r('.::g. Guipch

v ot
SRS 1"';

T EEYT et
paczan ,‘l':) CAATY

syrlréturmaind

f
P g o)
IE Ty .{

soathyizpderiy 7 Brvubrpixedd \hacyy

eegiboripans s s I:
Bgr AT AR reaed Gakoraag

LR gt r‘u.m:x.'L \2 '«-.lvrv_'-.'.:f:"]'lq\"

| & A4 .| ¢
Lxfrphtandprrpaatzhapcs

FRE o T E L

SmimeAcs=A [y

Jas !

[Knight, Megyesi, Schaefer 11]
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105 pages, 75000 letter tokens, COpla le Clpher Section headers
no word spacing, no illustrations. 1 o e At el AR
) i Wio s ond s ¥ 414 5, t 4. 3 - |

2 e Axhizprdy s M RiGa TRV

Lines =
equal length

mrird

= ‘n.dnﬁu: e

Ahnrthirssomia sl
LA BT ATS PR A AN
t ]

. : . ¥ ) . y y
LeUonresareepl ,rr,s'fgnalf“\"ln;‘-i‘"\l-'_l
=3

TR rl2=4
traerc payl r‘.‘i‘ VpeEpaczin )";yrﬂn-'

i

sdfymad

‘wh. Paragraphs and section titles
= always begin with
+=/, capitalized Roman letters.

il b fgraprharynanis

'r'“ﬂflh-' v Lﬁ,{.lﬁ‘.-'-:"‘}’w \

|
E=frebraddr-ravidndhaciddaife
ITpqtaiepmpthancde

by
SN SEERE-OUS, S \ Non-enciphered inscriptions:
! Preview text fragments Copiales 3 and Philipp 1866
("catchwords")

Letter Frequencies

450
400
350
300
250
200
150
100
50 [T
NN LTI T

Alzahinjranpiyrsrhz:inbgimexcrbghinapplinpmpssloxmboeyfohrglitsofatdunAfewfarqoxoh../ fix

digraphs:  trigraphs: tendencies:
sh 99 9 H A 47 4, ¢ followed by 3 and j
¢: 66 ¢t:u 23 e

ha 49 noh 22

ru 48 ¥ H 18

zp 44 Ae| 17

A A
Lo,u
A A
L, 0,u

> f

2 vy . ’

preceded by z and
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Clustering of Cipher Letters

letters grouped if they have similar contexts (L/R neighbors)
Scipy software

oot | 3 |A+E[nomragatnd¥h: fp w26 K As qxz muknwir fhoai dc by ugei w¥-udoppddsiel yun phn

thanks Jon Graehl

Clustering of Cipher Letters

letters grouped if they have similar contexts (L/R neighbors)
Scipy software

oot | 3 |A+ér‘ngmrmﬂ~fn68ﬂ: fp w26 XAs qxz myKxnwir fhoai dc bp ugei w¥-udoppsar i€t Jm, ffia

\ﬁ_l L T J \ﬁ_l
underlined unaccented circumflexed
letters Roman letters vowels

thanks Jon Graehl
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First Decipherment Approach

unaccented Roman
letters that cluster:

abcde fghi
Xlmno pgrs

most common letter = 12%
least common = very small

xiirpzid £y € uantdabAg 2=
iflzupgtalrgxAh R AinptjarSpaa
z9zwryecArdatbzn g yiirzu fAz
wX{pop=[|[hAskmEm|in 98| fzA |l %8
g e iAbum Yizvzdjxopmmzhncdogy
zitpyn x€agha i ik gatatak|réyma
thiirz8anbsn +:arxppbphating=nzx
proonzpa fharnz Eyngorrgdaanzyjx
™k yrigrubgatbSul fhadaezn s

[irc3g6abn hmd
® frglxnach fz mx Deci .
pher against
lbuveghtrhbxgnxn 80 plaintext languages.
Fegnxbgbech ... -

First Decipherment Approach

unaccented Roman
letters that cluster:

ubeBCfg.h'l
XKlmno pqrs
tuvwxye

most common letter = 12%
least common = very small

xmirpzis £y e wanwdabAg 2z
iflzupgtalrgxAh iR FAInptjarSpaa
z9zwryecArdatbzn ik yilrzu fAz,
wX{pdp=[Jansimbm|yn 9|k h=ah |l %6
g e iAblum yizvzdjxofmmzhincdogy
zitpgfn €aghaf jiRatatax|réyma
thfirzsanbsn +arxppbphating=nzx
proonzfa fharwz Eyngzrrgdasnzjlx
ik yrlgruAbg AtbEi[ gk adaezn®
|irc[3géabn {m?

® fnglxnach fz mx
lbuveghtrhbxgnxn

Fegnxbgbech ...

P\\ﬂ nst

D.
—%0 ?

.. languages.
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Second Decipherment Approach

Homophonic cipher,  xmirpzis £|yoheihuanrdabAgz=

e.

6O mMmmoOm>

iflzupotalirgxat fih gainpilarépaa
z9zwr yecArdatbznruxyiirzu fAz,
wX{pop=[[iAskmEm|in 9l fzA |l X8

g e iAblum Yizvzdjxopmmzhincdogy
) zitpgn k€aghaf g aatataxjroyma
thfirz8ynbsn +arxppéphatingznzx
proonzfd fharwg Eyngorrgdasnzyjx
i yrlomruAbgatb6i[ fha8aezn s
|irc3g6Abn hmd

g.:

oC
—
ac
-
A

=

1
T KM oo
Qy
>4
M
“+
—>
o
(<]

etc.

Homophonic Cipher

Result of computer attack on Copiale, using
80 possible plaintext languages?

o

But, slight numerical preference for
German
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Cipher Characteristics

a, ¢ 1 38 ufollowed by aandj

a,e 1,8 upreceded by z and

digraphs:  trigraphs: tendencies:
2R 99 92 A 4T
¢ : 66 ¢c:u 23
ha 49 1o 22
w48 yoh 18
zy 44 At 17

: :

should appear
adjacent in German text

Make full digraph table for cipher and for German

Key Observation #1

In Copiale, 2 almost always followed by h

In German, C almost always followed by H
(German CH is like English QU)

Soguess: 9J=C, ﬂ= H
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One Thing Leads to Another

9h=cH > 9RA =CcHT

Each step is guesswork.
Must be willing to retract.
Weird task, not knowing German.

No longer care what the book says.

Cluster diagram crucial:

g=1 >

2> A=T7?

A ee
L

yu, phn

Spring Break
2011

L '

e

¥

é U

'R
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Spring Break

2011 J;::Lﬁaﬂuﬂuauu;g
: b1 I

[ B : I
e e TR !
gy '
-~ taal L
Cipher a*l ) I
letters 25 ; !
: ’ $5E, Grid i
in groups "3 | ¥
l. 'I ) |M

1 1

. 1

/ }.I |

" 1

o W g it i S '

TEEEEE

German letters

Spring Break

c aelouw Fpu dlmrzthbyw hWhna: &
=== R gy 414 I 1L LR
2011 r ;
I ',',-‘l : |
LD T I
[:: teal 1
- | A
Cipher a) I
letters, 3 e 1
in groups ! : :
!. -,"4 -.i.’l ) I
. i '
=) o v
In I.I I|
i ) | I.
2 A

Quite a bit -
of fooling

around 2>
F'

German letters
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Spring Break

2011 Wit

T h
[f:) T
I.: . .;:

letters, i
ingroups
[¥e'eits
L. 3

[ ]
Quite a bit ..
of fooling
around 2

[‘.

German letters German  Cipher
w1.nac trigraphs trigraphs
"

I A

Trigraph
Decoding
. Guesses

Key Observation #2

unaccented Roman
letters that cluster:

u\)caCfg.h'l
xlmnorq’r‘s
tuvwxye

xmirpzis £y e wanwdabAg 2z
iflzupgtalrgxAh iR FAInptjarSpaa
z9zwryecArdatbzn ik yilrzu fAz,
wX{pdp=[Jansimbm|yn 9|k h=ah |l %6
g e iAblum yizvzdjxofmmzhincdogy
zitpgfn €aghaf jiRatatax|réyma
thfirzsanbsn +arxppbphating=nzx
proonzfa fharwz Eyngzrrgdasnzjlx
ik yrlgruAbg AtbEi[ gk adaezn®
|irc[3géabn im?

Actually, those are space bars
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Copiale Decipherment

lstmap|d
VEN AR Ziwn
wiphapiatiz e Our@s,
Sphwripaiiné §
cafiytiptaqax
a}i\i-‘v\f'l!ﬂ;:yﬂl&vnn:}ERE:‘E.
Furtpeaazin -
moprlragyuxedamasahheif.
wmarpad flptihaanniabBgeziplegpgtabranal
RN q.ﬁé‘pt:ﬂ»fr'ji&A'bn'hqil}ﬁ:!‘l,fk(
w\vﬁ:ﬂiuig&u]\rl,i]xﬁ:n\] xoalrinlalumyze
sipopomahacdosgzavpypnREsghah pil ga latadjrsy
nisshezaanbanrarxpSphatisgsazxpimnzgy fhaer
LEynpsrrpdaanagxanakye ioms Rbpa tbaurghata
wndferd agbabq hma:
wirltapeophardpnsihaix Ogazantzgl

’mimﬂn‘ovi;uaa\ruu\r}\uwinw:n
atemBygesrzlg hrpaven Szojdiehs¥oyavifg iy
rifna
wrzffihgbmgina

kup\»adu. vlk‘-wlgopur&h‘;mijG‘l-:nv
cpszwAA rzpind pae AT pagh A yibeszlta pud
Fehrindloan.

w8y frhaz Frpalnpampsapaotynr

gesetz buchs

der hocherleuchte & ¢ @
gechemmer theil
erster abschmit

geheimer unternicht vor die gesellen
erster titul
ceremonien der aufnalme
wenn die sicherheit der A\ durch den Altern

thiirheter besorget und die A vom dirigirenden &
durch aufsetzung seines huths gedffnet st wird der
candidat von dem jtingern thirhtiter aus eimnem andem
zummer abgeholet und bey der hand ein nod vor des
dwigrenden A tisch gefithret dieser friiat iha:

erstlich ob er begelre O zu werden

zweytens denen verordnungen der @ sich
unterwerffen und ohne wiederspenstigkeit die lehrzeit
ausstehen wolle.

drittens die ‘ der @ gu verschweigen und dazn
auf das verbmdlichste sich anheischig zu machen

gesinet sey
der candidat antwortet ja

Copiale Decipherment

etz gld
OXAIASKPA o wWn
naph’fsﬂ:ﬂ\i!oO‘lrol.
Sphnednpaiine f
afirtytanax
dpahinsvipimaly yaldoqui pifiya
jirﬁﬁxmutk,
mogrirggyuxzsymatfahi+if.
xnirpud gy vannisbAg ez pleupglaisgxah
v\y«\Niurs'u:.gz0nji¢Ar6mbqﬁ}j|2rt if A
wapdplfunsansmi\n s zah kel e iablum yzo
i pepmmrhacdoppzieppnrlaghaf g e tatad|rsy
mithArzianbin ey PR hatiagsazxpreenzyy FhaTr
ciyngrmydaanenayp k5o iomu A g atbéar phasas
qFard agbabn hnw
witTtpeogharapy Sk aix Orgazamiizyll
pinioeadajont ga 2\ FaizgT Xug rasx Onjn Acn
AbrmEy ez rzlphrygdmn BzajdiehENE favnidygtat
FsEna
ifinubrging
hzjnadgjez qig‘-nla@ynr&ht-l}&ﬂn:nr
oA rzEn S pgnt PR AT hfcazhinud
Jreiav]ioen
InByfahga Frpalamamptajaceynr

Furst lawbook
ofthe O« @
Secret part.
Fust section
Secret teachings for apprentices.

First title
Tmtation rite.

If the safety of the A is guaranteed. and the 8 is

opened by the chief R, by putting on his hat, the
candidate 1s fetched from another room by the
younger doormian and by the hand is Jed m and to the
table of the chief R . who asks him:

First, if he desires 1o become O

Secondly. if he subuuts 1o 1he rules of the @ and
without rebelliousness suffer through the tume of
apprenticeship,

Thirdly. be silent about the 4 of the @ and
furthermore be willing to offer humself to volunteer
n the most commutted way

The candidate answers yes.
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Historical Archives

French plaintext

Ciphertext

Solution (1934)
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Word Substitution Encipherment Key

Word Substitution Keys

8/12/2013
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e A ,
Numbers/Words Both ,

Word Substitution

* Interesting for NLP

* Language translation can be viewed as word
substitution (and transposition)

* Certainly, that is how IBM models 1-5 view it
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.Canada...

Word Substitution (Small-scale)

Key Point: These texts are
not related to each other.

P(sentence has w1 |
sentence has w2)

» plaintext e

[TTT ey

P(f|e)=
7 X 7 subst table

NS

...Indwnysy!.. .
e bryTiny.....Im!lyzy!...

[Knight et al 06]

..... Britain..
....Mexico..
...Britain....

Word Substitution (Small-scale)

Key Point: These texts are
not related to each other.

P(sentence has w1 |
sentence has w2)

» plaintext e

1
1
“REEE

P(f|e)=
7 X 7 subst table

Australia
Britain
Canada
France
Indonesia
Malaysia
Mexico

N A R R A 2

!'str!ly!
bryT!ny!
knd!
frns!
!'ndwnysy!
m!lyzy!
!'lmksyk

(0.
(0.
(0.
(1.
(1.
(0.
(0.

93)
98)
57)
00)
00)
93)
91)

'ndwnysy!
'ndwnysy!
frns!

Imksyk
m!lyzy!

e

...Indwnysyl..

...bryTiny.

.03) m!lyzy! (0.02)

.01) !str!ly! (0.01

.33) m!lyzy! (0.06)

.07)

.07) [Knight et al 06]
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Word Substitution (Giga-scale)

* Suppose | replace each English word on your
hard drive with some integer.

* Can you recover your texts?
* In principle, apply the same techniques we
used for letter substitution.

— English word-bigram LM drives decipherment

— But for EM, initially-uniform substitution table is
too big!

— 100,000 x 100,000

Word Substitution (Giga-scale)

* Gibbs sampling fixes memory problem

Cipher: 24234 1899 39902 5716 29948 ...

Plain: the man is car are ...
Resample: a
an

apple Still need to sample 100,000

alternatives at each cipher token,
man for each epoch.

Z00

* Slice sampling (Dou & Knight 12) fixes speed
problem
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Word Substitution (Giga-scale)

G0
# 70
3
S s
B
S 40 d
)
)
10 |
0 "
10k 100k im 10m 100m b 10b
Number of Tokens n Qphertext

(Dou & Knight 2011)

Foreign Language as a Cipher

"When | look at this giant corpus
of Arabic, | say to myself, this is
really English, but it has been
encoded in some strange
symbols!!! Let’s decode!!!"

Vaane (e 3 sane gialanlil) Tl oty (b
sl i LAY Lm AN 55 S s
Ll i il asle] Gl ol e cpndy 43 Lok B
a8 13 il il o 0 i 638 e
a2l AT B olea AaaSUY) a il
(S e s e ghna aige (e JBy
i e ants a3l 1 Ay sall Al
by ol 5 (i bl ) )
S il ulan i 13" a5 cnilaTVL
138 5 qaanll e 5 o adandill conl) HUA 138
e s Ll
o8 2enl Ailaudil) da Sall ah ) o dla (e
338 Om b puY) e il (sala ¥ ldal)
el a1 538 8 ol 35 il e o ST
KAl il e gl
8005 4halai saise I AR o A U
Cagns Y S5 38 (e 0 simmind” ) o) 5 3 ilE Y1
98 Lo S i Ve s ooV 138 U5 8 L
A A (adde Gl Sy 3 ganlls el jpae
olall gl

Tt

> plaintext @ =—

P(e) P(f ] e)
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Foreign Language as a Cipher

BAGHDAD, Iraq (CNN) -- Six bombings killed at least 54 Iraqis and
wounded 96 others Wednesday, including 20 civilians who died as
they lined up to join the Iragi army in Hawija when a suicide bomber
detonated explosives hidden under his clothing, Iraqi officials said.

That attack in the town about 130 miles (209 kilometers) north of Baghdad
also wounded 30 Iragis, said Iragi army Lt. Col. Khalil al-Zawbai.

A car bombing in Saddam Hussein's ancestral homeland of Tikrit also killed
30 Iragis and wounded another 40, Iraqi officials said. The Tikrit explosion...

Key Point: These texts are
not related to each other.

1aane el 3 gane Agiplandill ALl yuss ) (b )
) ol il Ll Y A AN 355 Sl s
Lol i Sl asle] Gl ol le conds 43 Lesh U6
A8 1Y) Jiall Canall o o il 32 e
gy AT B ol dpSla) e ladll,

. ? S e (s e s a5 b e JB
H O gl e o ) 151 AUl i)
. o in| » ‘\AAQ\J.}K(M\»_A&:J‘\.A\(\
> H > Bl D ol i
plaintext e H e 8 o e et iy s
1|

138 058 gaal e s ¢ bl Car 2l
Ll

Ple) Pif I e) BT

S e s s,
Cnd Y L3 2 Ge pmian”  o) Y)
8 Lo 0 sS yius Via s ol 13 (S5 s Le
1A A e olls ISy 30l el s
Sl saal

ll@!m ll@Swr

llywm . H =hdh! llsh=hr

AT Time Expressions ..

ll@!m lIm!Dy nys'n

Sfr @'m 1990 Isbw@

@!m wllth!ny& =hdh=h lII'y!m

thiny& fy llywm gbl 'y!m

@!m 1992 mn lsh=hr lljlry fy H@sr

@!m 1993 ligrn mn llsn&

ywm I'yim llsnw!t

lllsbw@ !Im!Dy @!m!aN b@d ywm

fy lldaya& ls!@& Hlylm

lisn& ljlry& 17 shb!T 1994 13 nys!n 1994

llsn& thilth snwlt llth!ny& @shr&

lish=hr !Im!Dy dayq& thilth& lylm

lish=hr lljlry =hdh=h llsn& gbl Isbw@yn

snwlt ywmyn fy Hywm ltlly

sn& mn !l@!m !Im!Dy sh@b!n

=hdh! ll@!m lsn& limgbl& tmwz

sl@& fy lsn& 3 dhw !IHj& 1414

ll@Sr kl ywm fy shb!T lIm!Dy

@!m 1991 fy 1@!m lIm!Dy abl ywmyn
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l@!m ll@Swr

llywm : H =hdh! lish=hr

AT Time Expressions ..

ll@!m !lIm!Dy nys!n

Sfr @!m 1990 Isbw@

@!'m wllth!ny& =hdh=h II'y!m

thiny& fy llywm gbl !'ylm

@!m 1992 mn lsh=hr lljlry fy H@sr

@!m 1993 ligrn mn lsn&

ywm I'yim llsnw!t

llsbw@ !Im!Dy @!mlaN b@d ywm

fy lldgyq& VoK k

lIsn& Hjlry& 17 shb!T 1994 13 nys!n 1994

lIsn& o Hehlou® @l

lish=hr lim!Dy daya& thilth& ly!m

lsh=hr lljlry =hdh=h llsn& gbl Isbw@yn

snwlt fy lywm !t!ly
ywmyn

sn& mn 1@!m !lm!Dy sh@b!n

=hdh! ll@!m lIsn& !lmgbl& tmwz

sl@& fy lsn& 3 dhw !IHj& 1414

ll@Sr kl ywm fy shb!T lIm!Dy

@!m 1991 fy 1@!m !Im!Dy abl ywmyn

Time Expressions

<n><n>* ??? 19<n><n>

9 Hzyrln 1942

8 tshryn !l'wl 1990
7 k!nwn !llwl 1993
6 !'ylr 1993

6 I~Adh!lr 1991
5shb!T 1950

4 Hzyrln 1989

30 I~Adh!r 1944
29 lylr 1945

29 I~Adh!r 1993
28 kInwn !I!'wl 1994

27 tmwz 1993

26 tmwz 1953

26 shb!T 1993

26 klnwn !l'wl 1994
25 lylwl 1926

24 1~Adh!r 1993

22 lylwl 1957

22 tshryn !llwl 1948
22 tmwz 1952

21 lylr 1994

21 k!nwn !llwl 1988

21 Hzyr!n 1967

20 !'ylr 1990

20 tshryn !'wl 1983
20 tshryn !lI'wl 1921
11lylr 1994

17 Hzyrln 1972

16 lylwl 1919

16 Hzyr!n 1984

16 I~Ab 1929
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Time Expressions

<n> Hzyr!n <n>

=
w

4 Hzyr!n 1967

fy 12 Hzyr!n 1993
5 Hzyr!n 1967

fy 30 Hzyr!n 1989
30 Hzyr!n 1989
fy 30 Hzyr!n 1994
fy 30 Hzyr!n 1993
fy 19 Hzyr!ln 1967
ywm 30 Hzyr!n 1989
w 6 Hzyr!n 1994
gbl 5 Hzyrln 1967
fy 9 Hzyr!n 1967
fy 7 Hzyr!n 1981
fy 6 Hzyr!n 1994
fy 5 Hzyr!n 1967

=
N

NNNNNNNWSEPROOON

NNNNNNNNNNNNNNDNNDN

fy 30 Hzyr!n 1995
fy 18 Hzyrln 1994
fy 14 Hzyrln 1993
fy 14 Hzyrln 1991
fy 12 Hzyr!n 1990
7 Hzyrln 1994

6 Hzyr!n 1941

26 Hzyr!n 1994
21 Hzyr!n 1994

1 Hzyr!n 1994

19 Hzyr!n 1965
18 Hzyr!n 1994
18 Hzyr!n 1940
12 Hzyrln 1993
11 Hzyrln 1994

Time Expressions

<n> Hzyr!n <n>

13

5 Hzyrln 1967

fy 30 Hzyr!n 1989
30 Hzyr!n 1989
fy 30 Hzyrln 1994
fy 30 Hzyr!n 1993
fy 19 Hzyrln 1967
ywm 30 Hzyr!n 1989
w 6 Hzyr!n 1994
gbl 5 Hzyr!n 1967
fy 9 Hzyr!n 1967
fy 7 Hzyr!n 1981
fy 6 Hzyr!n 1994
fy 5 Hzyr!n 1967

=
N

NNNNNNNWEDOOON

NNDNNNMNNNNNNNNNNNODN

fy 30 Hzyr!n 1995
fy 18 Hzyrln 1994
fy 14 Hzyr!n 1993
fy 14 Hzyr!n 1991
fy 12 Hzyrln 1990
7 Hzyrln 1994

6 Hzyrln 1941

26 Hzyr!n 1994
21 Hzyr!n 1994

1 Hzyr!n 1994

19 Hzyr!n 1965
18 Hzyr!n 1994
18 Hzyr!n 1940
12 Hzyr!n 1993
11 Hzyr!n 1994
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Search query ___| Documents _|

TI me Expr January 4, 1967 8040
February 4, 1967 9270
<n> Hzyr!n <n> Y
March 4, 1967 10700
13 April 4, 1967 21800
12 E S
7 5 Hzyrln 1967 May 4, 1967 14000
6 fy 30 Hzyr!n 1989 June 4, 1967 39300
6 30 Hzyr!n 1989
4 fy 30 Hzyr!n 1994 i, 1257 12600
4 fy 30 Hzyr!n 1993 August 4, 1967 7970
3 fy 19 Hzyr!n 1967 September 4, 1967 7390
2 ywm 30 Hzyr!n 1989
2 w 6 Hzyr!n 1994 October 4, 1967 8800
2 gbl 5 Hzyrln 1967 November 4, 1967 6560
2 fy 9 Hzyr!n 1967
2 fy 7 Hzyrln 1981 December 4, 1967 9770
2 fy 6 Hzyr!n 1994
2 fy 5 Hzyr!n 1967
Time Expressions
Hzyr!n
229  fy Hzyr!n !lIm!Dy 16 n=hly& Hzyr!n !Im!Dy
207  fy Hzyrln 16 fy Hzyrln 1990
75 fy Hzyr!n limgbl 15 sh=hr Hzyr!n
61 fy Hzyr!n 1993 15 fy sh=hr Hzyr!n !Im!Dy
31 fy Hzyr!n 1992 15 fy Hzyrln 1994
27 lIrlb@ mn Hzyr!n 14 mn 17 Hzyr!n
27 fy Hzyr!In 1967 14 fy Hzyrln 1996
19 fy 30 Hzyr!n lIm!Dy 14 fy 30 Hzyr!n
18 fy n=hly& Hzyr!n Im!Dy 13 fy sh=hr Hzyr!n
18 fy Hzyr!n 1991 13 fy 20 Hzyr!n lIm!Dy
17 mn Hzyr!n 13 4 Hzyr!n 1967
17 mndh Hzyr!n lIm!Dy 12 n=hly& Hzyr!n
17 4 Hzyrln 12 lirlb@ mn Hzyr!n 1967
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Time Expressions

fy Hzyrln 1992

27 lirlb@ mn Hzyr!n

27 fy Hzyrln 1967

19 fy 30 Hzyr!n lIm!Dy

18 fy n=hly& Hzyr!n lIm!Dy
18 fy Hzyrln 1991

17 mn Hzyrln

17 mndh Hzyr!n !Im!Dy

17 4 Hzyrln

16
16
15
15
15
14
14
14
13
13
13
12
12

n=hly& Hzyr!n !Im!Dy
fy Hzyr!n 1990

sh=hr Hzyr!n

fy sh=hr Hzyr!n lIm!Dy
fy Hzyrln 1994

mn 17 Hzyr!n

fy HzyrIn 1996

fy 30 Hzyr!n

fy sh=hr Hzyr!n

fy 20 Hzyr!n lim!Dy

4 Hzyrln 1967

n=hly& Hzyrln

lirlb@ mn Hzyr!n 1967

Deciphering Spanish Time Expressions

[Ravi & Knight 11]

Traning data size

100 : : ; 3
Parallel-train (MOSES: phrase translasion. LM=5-gram} =
Partiel-train {1I8M Model 3: no re-ordering, LMsphrase-path) ™
Decipherment {LM=phrase-path
’
ED ¢
. .
MT quality
on test set ‘
&0 |
(Edit distance,
lower is better) \
40 :
. no parallel data,
word-based MT
a0 | arallel data
- p §
word-based MT
B L
0 | { ) parallel data,
1 100 1000 10000 100000 phrase-based MT

local re-ordering
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Deciphering Foreign Language at Giga-Scale

Accuracy of learned
bilingual dictionary
40

(Dou & Knight subm.)

not translations Spanish/English
of each other
|
[ )
English Forei
text oreign 2
text >
2= -~
‘ New decipherment ¥4
deciphering 0 algorithm /
engine / 4
/ 3
/ //
v /,."‘
bilingual b i (Dou & Knight 2012)
word-for-word 5t e I —
dictionary '.gf;"',-—-’—”“_’
10Ck 1 milion 10 rmukion 100 mullion

How much foreign text (running words)

Practical Value

e Scenarios where in-domain parallel data is

scarce.

* Decipher large monolingual in-domain
corpora to improve systems trained on small
amounts of parallel text
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African Languages
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African Languages
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African Languages
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1 "'l, 1
“CONTINENTAL
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African Languages
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African Languages
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CONTINENTAL
UNITED
STATES

CONTINENTAL
UNITED
STATES

Zero languages
spoken
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CONTINENTAL
UNITED
STATES

Zero languages
spoken

1000+ languages
spoken,
40+ by 1m+
speakers

Unsolved ciphers
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Voynich Manuscript (VMS)

. Medleval illustrated manuscript (early 1400s)
* 235 pages, 6 sections, 38k word tokens, 35 letter types
* Undeciphered

Voynich Manuscript (VMS)

P}TC Avvvy) ! e s Wt
(‘.
?Ei;.ﬂ (WT‘O;:hﬂal‘a} "'-‘7‘F#£“,}ulmp.nhﬁb

-’ lcn" foiin

u‘ ‘h?vr") .’ 1. 9
| R ISR R\ W7/ |
Yreson oﬂcC9 403 feesg 4-0ch9 401‘?9 cec¥erg 40¥creg gtow oforg

keg 40ffcsg 40faW ce8g 4offecg cxesg 4offccg 4offecg rexesg oy
8ckcg 40¥cceq sajcuesg 4offeg 40¥y

I S AR PR

BSC8AE OPCC9 40E FCC89 40FCC9 40P9 SCBS9 40BSC9 EFAM OPAE29
2ZC9 40FC89 40FAM Z89 40FCC9 SC89 40FCC9 40FCC9 ESC89 EOP9

8ZC9 40PCCC9 8ARSC89 40FC9 40P9
."/{/‘ L Y

T ZY%
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Many pictures
look like grafting.

—

“Herbal” section

7+ \VMS as post-1492.

; Sunflower? Would date

“Astrologica

section
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“Biological” section

Small nudes in baths

Interconnecting tubes of liquids

ey Sy 2ollap
::n-?-':?f oy, ’ﬂ:;: n{nl’)'
wlloi Woag How iy 4ullidias,
ot L. M.LJ-‘
iy

Bl akade o7

L./
& e
s

III

“Pharmacologica
section
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History of Voynich Manuscript (VMS)
1864 Ethel Boole born in England
1865 WV born in Lithuania
1576-1612 Rudolf Il purchases VMS 1885 WV imprisoned, Polish nationalist
1890 WV & EB meet, marry in 1902
1608-1622 ). de Tepenecz signs VMS 1898 WV publishes first book list
in Bohemian court 1912 WV acquires VMS in “ancient castle”
1914 WV moves to USA, opens bookshop
1630s George Baresch owns VMS 1919 WV sends photostatic copies of VMS
sends letter to Kircher 1919 Copying reveals de Tepenecz signature
1919 WV writes to Bohemian State Archvs
1639 GB writes Kircher again 1921 WV presents VMS + inserted Marci letter
mentioning Francis Bacon, asks $160k
16xx Marci inherits VMS from GB 1921 Newbold & WV announce decipherment
1930 WV dies. VMS placed in vault, $100k
1665 Marci sends VMS to Kircher 1931 VMS appraised at $19,400
with letter 1960 Ethel dies, VMS to secretary Ann Nill
“Castle” revealed as Villa Mondragone
1665-80 Kircher owns VMS 1961 NY dealer Hans Kraus buys for $24,500
1969 Kraus donates VMS to Yale
1680 Kircher dies 1972 Brumbaugh finds WV letters in BSA
200x Zandbergen finds 1639 Baresch letter
in newly online Kircher archive

ABCDEFGHILMNOPOQRSTUVIXZ . .
VZBFGLMNNO .. Encoding: Decoding:
S A CC,OM, ...
B> .. DO >N
22x22 table
N = HA, MI, DO, NU ...
N e

Encoder has freedom to devise
a “cover text” to hide real message.

Example:
ann..—> DOMINU..-> DOMINU ...

NX<CHOWOWOZEHHIOAMBUQW
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Newbold System

Too hard to assemble good “cover” text!

So, make cipher letter-pairs overlap:
ann..>ADDBBR..> ADBR...

Then, employ anagramming:
ann..> OMDOMI..-> DOOMMI..> DOMI ...

Now can construct a plausible looking “cover” text in
Latin for our secret message (also in Latin)

An ingenious system, to be sure!

Newbold Decipherment

Hmm, by the method, both plaintext and ciphertext
should be in Latin letters...

But the VMS doesn’t have Latin letters...
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apparent
cee 4‘ C89 s ciphertext
William Newbold,
Polymath, PhD UPenn
apparent
. 4Q c89 . ciphertext
William Newbold,
Polymath, PhD UPenn real
ciphertext:
DOMLI...
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“cch .

apparent ciphertext

A

S
=

|
v W
°9
D N

real ciphertext

= DOMI...

/ \\

DO OM MI ...
> |
OM DO MI ..
# # #

&##

n..

Let’s Decipher with Newbold !

doubling

non-deterministic
anagramming

lookup in 222 table

non-deterministic
mapping from 11
Latin letters to full 22

“cc?g .o

apparent ciphertext

»\7\

s 5

13

—

M
(0]
D

clrBrQFCDZ 2

N
22x22 table

(values guessed)

real ciphertext

= DOMI...

/ A\

DO OM MI ...
> |
OM DO M ..
# # #

###

n.

Let’s Decipher with Newbold !

doubling

non-deterministic
anagramming

lookup in 222 table

non-deterministic
mapping from 11
Latin letters to full 22
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Newbold’s Results

1300 real ciphertext “letters” in first 3 lines

Decipherment of those first lines:
“l, Roger Bacon, have written this...”
(in Latin)

Anagramming sets of 55 letters is sometimes required.
Slow but steady progress... Andromeda galaxy, ovaries ... so

.. Roger Bacon must have had a microscope & telescope,
hundreds of years before they were invented ... !

VMS Transcription

e e

” g ‘A?&v“) f’ 1. 9 q """ Lo

%’ncgog o“ccg 4.0% lfccgg 4offccg 401'?9 nc?ng 40?:‘::9 gfow Oﬂax?g
keg 40ffcsg 40foW ce8g 4offccg cresg 4offecg 4olfecg rexesg RoHg
8ccg 40¥fcccg sarcuesg 4ofeg 40ty

BSC8AE OPCCY9 40E FCC89 40FCCY9 40P9 SCBS9 40BSCY9 EFAM OPAE29
27ZC9 40FC89 40FAM 789 40FCCY9 SC89 40FCCY9 40FCCY9 ESC89 EOPY
82C9 40PCCCY9 8ARSC89 40FCY9 40P9

last paragraph, f103r
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Alphabet: Currier/D’Imperio

Transcription
c v x| ¥ £ (& & & &
CS Z PFBYV Q XWY
R & 8§ R0\ V 5 3 8 g 4 2
JAEROID 678942
W W (RR W (WW W W W
GH1 TUO NM 3 KLS5

count letter

25468
20227
17655
14281
12973
11008
10471
10026
6716
5994
5423
4501
4076

0

SN &> "R E®Nn P oA

}#:g/\)%”n'wQ‘OﬁO

%
<

VMS Letters

count letter

2886
1752
1413
1046
950
908
591
524
431
316
217
157
156

WO HS 3 X0 gwz=znN
o

count letter

148
96
74
52
31
17
14

2
1
1

X3
8

&
3
A3

w
W
w
~
W

ourRrImHORKKONC

Total
63k character tokens
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count

863
537
501
469
426
396
363
350
344
318
308
305
283
279
272
270
262
260
253
243
219

8AR
40FCC9
40FCC89
ZC9
40FAN
40FC89

s
oR
ctc8g
Q\\d
ckcBg
ctoR

oR

o
ﬂcg
LS
40lfccg
4ofcesg
kg
4ot
4offcsg
89
4offow
og

308

?

o

count

212
211
191
186
177
174
172
155
155
154
152
151
151
150
147
144
144
144
143
141
140

word

OFAM
8AN
40FAE
ZOE
OFCC9
SCC9
SCOE
S9
OPC89
OPAM
40FAR
9

40E
S89
40F9
ZCCY
OFAN
2AM
OPAE
OPAR
SX9

VMS Words

offow
s
4offog
0%
offccg
ﬂccg
o)
<9
O“c§9
offow
40faR
9

408
[33.0°]
4aolfy
ceeg
offow
oW
otfog
ooz
cudkg

count word

140 OPCC9Y o¥fecg

138 OFAE oftag
130 zO 0
129 OFAR offo

119 ESC89  Rewesy
118 OrFCcs89  offcsg

+ many more!

Total:
8116 distinct words

VMS Word Bigrams

* Very few repeated bigrams: Extremely troubling!
Nothing like “of the” in English.

* 115 (out of 8116) distinct words appear doubled

. 40chg9 40ch?9

» 8distinct words appear tripled

... 40fc8g 4ofcsg 40|fc89
.. CTOR CTOR CTOR .
.. COR HCOR c=COR ...

.. oo offaw offonw ...
.. 0% OR OR ...

. 9“0‘\\\) 9“’0-\\\) 9“’0-\\\)

ga\\o go.\\\) go.\\\)
. 4Olfcc§9 40|fcc§9 40!?::?9
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Substitution Cipher?

* Nope.

Tried 80+ languages.

For example, if we decipher assuming Latin
plaintext:

quiss squm is onum pom

quss hates s qum hatis .. 277 g
1§ iy

Tried 80+ languages written without vowels.

Letter Clustering

Trigram model over{a, b, _}

aa _bab_ abaa
l Sample tagging with learned model:
ab_ bba_ babb
a~> in_the_town _
bbaba a
where i
b-> |
_>_
¥

8/12/2013
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Letter Clustering

Trigram model over {a, b, _}

I

aa _bab_abaa_..

l Sample tagging with learned model:
22272 °%2 ?2°?°2°2 22

a = {all Voynich letters} VAS92 _ O9OFAE_AR_
22272 2272 227272 .
APAM_ZOE _ZORY9 _ .

b = {all Voynich letters}

>

VAS92 9FAE AR _ APAM

Letter Clustering

Trigram model over{a, b, _}

l

aa _bab_abaa_..

i Sample tagging with learned model:
bbbba abba_ba
a~> VAS92 _ O9FAE_AR_
bbba ba bbba
APAM_ZOE _ZORY9 _
b->
_?_
v

VAS92 O9FAE_AR_APAM_

8/12/2013
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Letter Clustering

P(letter | tag) P(tag | letter)
P(a)
1
0.9
English a> 08
0.7
0.6
0.5
M 0.4
Gf b 0.3
b-> . - 1 02
. I 01
0
BDJKMNPQVWXLRCFGTHSYUEOA/
P(a)
1
0.9
Voynich | @ > 08
0.7
0.6
0.5
0.4 - B R REEE R EEEEEEE,
o 03
‘Af<~-'A. 0.1 I
B ° T

014SWYXQCAFPBIO8V*2HEGTRKU6JDI3INMSL

Word Clustering

Bigram model over {a, b}

l Sample tagging with learned
aabababaa.. model:
!

a a a a a

? VAS92 9FAE AR APAM ZOE
a—> ,
Ni18 ¥ a a a a a
Y AV ZOR9 QRC2 9 FOR ZOES89 ..
8AM/ RaTmiels
b-> 40FCC9 AR ZC9 N
B ; WAIT,
WHAT?

J

VAS92 9FAE AR APAM ZOE ZORS QRC2 9 ...
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Voynich words tagged as "a"

600

Word Clustering

< pages 2>

400

200

]
H© o ©0dwododood
HHNNMmMMY YD

Voynich words tagged as "b"

600

© YooYW
WOORNO®d® g9

111

©
1
-

121
126

131

© o = 0 < v I~ a~ R
MmSlS hun oo Roxoaoado o
aoaflFadaa [RIR IR BRI PR

© o
o N
RN

400

]

H © o © VoYY
HHNNmMMY Y0

200
S I T W R T

©
n

PR R R =)
CORNO©0d® g9

111

©
-

121
126
131
136
141
146
151
156
161
166
176
181
186
191
196
206
211

216
221

Herbal Astro Bio Pharma Stars

Voynich sections, per drawings observed.
Captain Currier’s "two languages" (1976).

An Application of PTAH te the Voynich

Manuscript (U)

BY MARY £ DIMPERID
FrrAeerre (cmbas—

(L) Thes arricle i3 the second in @ terses of stwdies applying tome modens
statistica) fechmiguel fo the problems posed by the Voymick manuscripl This gdy
attempns 1o discover and demonirate regwlarities of patterning in the Vanick icx
subjecively noted by many earlier students of the manuscript. Three sepavale
PUAN siudies are described, atsackimg the Voymick text at three lewls: ungle
symbols, whole “werds, ' and & carefully chosen ser of substrings within ~“weoeds. "
These analyses are applied 10 samples of rext from she * Blofogical B* section of
the mamuscnipt, m Currier’s transcription A brief gemeral chavactenizaton of
PTAN 11 promded, with an cxplanation of how st 0 used in rhe preseni
appicanon

b2 proetal

Amalysar ],
ppct in ihe
femes. My
ing on his

1970s National Security Agency
report recently declassified!

peogram, He wan sirsck by the pastage “immenso Piah oo invocam.'’ and
named his program afler the Egypiian god. The name was  ultimascly
cutended from thi program. implemeniing 2 partcular spphcaton of the
method, (0 the method and us mathemancal theory = well (2, p 23§
According 1o Jof RSE. the name s pronoanced ‘"however you
lke™ 8] The technsque itacll and it wses are classified Top Secret

Codeward

I chome PTAH

fivt the present study for teo main reasons Brst, because of the apphcations
of FTAH 10 book coder. and socond. because | wished 1o learn more abowm
PTAN aseir
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National Security
Agency

NSA applies statistics to
ciphers, codes, and other
language processing problems

NSA employs more
mathematicians and
linguists than any other
organization.

NSA has more computers
than any other organization. L

Oh yeah -- we've been
on Mars since 1962.

8 Slacker (1991)
dir. Richard Linklater

1970s paper on
HMM Voynich

1950s

1960s

1970s

1980s

1990s

2000s

2010s

2020s

Association for
Computational
Linguistics

1993 paper
on Statistical
Machine

Translation ACL applies statistics

to language processing
problems

-

2011 paper on
HMM Voynich

LA oy - ondap
" ioean ﬁl\lu; ST

T Vst

NV hecwer

CRYPTOLOG

NSA newsletter declassified
in 2013.

4400 pages (1974-1997).
238 Mbyte PDF file.

Covers intelligence gathering,
linguistics, military, cryptography,
office space, pay grades, human
factors, etc.

Heavily redacted.
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CRYPTOLOG: Voynich

DOCID: 4005723 LA

ﬁ\)o,mcb M&l’mﬁ

(]

the firyt tiew
' ey

3 the VIA Tae

Pl e shenimns ©
hovn i ldenad we e gy
of or theuhte

100 werid the Sesnfl e

‘s
LA01ar o “plamars wlghdadre

Fre Yoyme

POEO- An example of all of these problems (g

the Voynich manuseript, n unique Eurogean

manuseript thought % date most probably from

the 15t or 16tk century, which has resisted

solution, not enly by philologists warly in this

century, but by NSA cryptanalyste as well

nu en;itez '
}’t‘

LT L ——

AT

CRYPTOLOG: Machine Translation

Ly sachine traasionion, Mediee 10
wetanlly MEINE A compiter Prepare & ©
tioa. Thece was to have tee o0 &lffererce v
GUAlItY ar sxyle betmsss & trasalatioe done By
* machine and ne dine by & peraen,  Terrgetawn
University was very sctive in the fledd for
e tisw. Progreas wap an sany oé replid
®5 had bees antlcipated, however, and o 1960
The AMIORSTiE Langmage Pracessing Advissey
Clmmttton pablished & repect recommending 1ha
rosescch slosg mechine-tramalstion Lines bo cut
back, This repart charply curtaiied fadegal
fundisg. Thero Ly atill, hewever, resencch
botag done both Sere and abwusd, end t
several machire-trasalatien myst
B0 e aperatinnal,  Ovm k6 The METEO praject be
Cazmda, which developed o systom thed traesistes
Teparts from Onglish inta French. CULT
(Chinese nbversicy lu?up Transistor) in W
borg tramslales Twa perimbicnls bate Saglish,
Ard 3 spyvtam was developed by a U.5, cowpary

foq FYD and wae adapced for tue by SARS during
The Apello-Sepet Test Project. These arstews
differ 2 great deul in Wyeir eappraech end in The
wncant af pre-séiting snd posteditizg thac is
Rerwasary, Mt all are Tree sechias-tawnsistlon
effores

hev Jamited

At presest. WA Ms o i

Ar sachine tyansistion standy codar, wo
bven't reeched Thr stage share we can Tend &
‘sascce” (forwige-lengaage] Teat (NTe & saaputar
find produce =
case, Bagliish) &
prazan prodect, st siihowt sxtansi
jor pestediting. But kn the scieve
waiegy warld, cirveat machlise tran
s plece, Bome scimstista grefer L

Partial
Machine
Translation;

A Final Report U,

310112 ) —
o

MACHNE TRANSLATON
What con it go Sor us?

———— 3
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CRYPTOLOG: Evaluating Translations

An Objective Approach to

SCORING TRANSLATIONS

tuitive judgmentis across lang|
in source langusge-to-English

Repriated lrom QRL (Quarrerly Review
_for Lisgudses |, Novenber 1973

Author's mote: The philosophy iwnderlying Over the past 2 or 3 years
the transiation grading eyeten deseribed in 1 have developed o vay to 5co)
tiie paper has been developed and cppiied by |which may obviate this proble
Boary Totrault and myself, with many valuabie | TeNT even though our results
suggestions from cur solleagues om Profeo- been far from perfect (total
pionmal Qualification Exavination (PEE) (ome grading any kind of comnected
mittecs and fromother Agency limguiats. My impossitiie). - Our firse large
une of Uu prancun “ae" paflesta thia eollada- | system, which [ will describe
ration. I pereomally take full responeibility | the-Rimslan: 5, . W amve:sob

% P in & nusber of other PQEs inv|
for prosensing owr “‘“W' hara. languages, sainly Indo-Europe
other families. The results

Transintion as an intellectual sctivity has | gzing emough in bBoth imstance
been practiced since anuqu.zy for pnc:u.al s ipend its use in the PQE Handd|

as sssbanle mecsnns Seam ala son

CRYPTOLOG: Linguists

——————

LET'S GIVE LINGUISTS
A BIGGER PIECE OF THE PIE!

weified thae

TO LINGUISTS

3 nnu r

A o

I[_ TEACHING COMPUTER SCIENCE

rests the with msoagers o others fer promotion.
- J
— . He entered | <2
| with foreign by
or peraps to |
1”2 Muunonlmnm-u--mummmmn-"md'ﬁMJ e jye azsounts of | ling
of ambiguows | sys
SOME TIPS ON GETTING PROMOTED e o
ereal in the | inc
N Article based on talk given in April 1978 to WIN (Wemen in NSA) mio anviher. | dog
rigoe or the | org
x the phyvical | axi
no rosotion, The word inevitably stirs serving on the Agency Grade 14 Im. He fek at | peof
e response of some kind in every red- my experience there has siaply |t is w foreign | fai
s blooded NSA employee: hope, pleasure, held ispressions and reinforcedpA 11!!
chullenge; despair, frustration, dis- the criticsl importance of the
w1l appointment; even inertia, resemtment, resig- covered in this article.
nstion. Despite disparste views on promotion, | Pepeormel Surmarics
1 T |
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Back to Word Clustering

Bigram model over {a, b}

) Let’s try 10 clusters.
aabababaa..
! Let’s limit ourselves to the
more homogenous Bio + Stars
a—> sections.
b->
J

VAS92 9FAE AR APAM ZOE ZOR9 QRC2 9 ...

10-Class Word Clustering: English

etc etc etc

etc etc etc
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F X j d Ca
ZC89|| “40FAR ,
2 40FAM >1¥1e
C gy ESCH SC89 ; 10 Classes:
- Voynich-B
e g h
OPAE SO
¥ 1OFAF
i 40FAN j
A0E
S
a b

10 clusters:
Voynich-B

Tags per
page.

“Bio” words vs.
“Stars” words

} W
0

15 913172125293337414549

C

1 5 913172125293337414549

1 5 913172125293337414549

i
100
°]

1 5 913172125293337414549

mc

He

100
mb
0

1 5 913172125293337414549

100
K W "
0
15 913172125293337414549

f

15 913172125293337414549

h

15 913172125293337414549

j

100
5% '
-j

0

15 913172125293337414549
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Does VMS Have Content Words?

Measure the saliency of a word in a page
with TF-IDF

N
TF-IDF(w, d) = TF(w, d) x log DF ()
w

# times that word w
occurs in page d # pages that
contain word w

(Reddy & Knight, 2011)

Does VMS Have Content Words?

EFCC89
PCC8
EFCCS

OFCCO

PCC8

8/12/2013
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Do Content Words Indicate Topics?

Frequency of EFCC89 in Voynich B pages
16

14

12

10

0 1 ' 11 i

Pages

Are VMS Pages in Order?

* Measure similarity between a pair of pages using
cosine similarity (with bag-of-words)

* Count the % of pages P where the most similar page
to Pis adjacent to it

The Quran in Arabic
The Metamorphosis (Kafka) in English

WSJ Corpus (page=article)

Voynich B with scrambled pages

Voynich B 38.78

0 5 10 15 20 25 30 35 40 45
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Special ligatures
at beginning of
“paragraphs”

/
Steve -l~.- -.A'.«.
is Ay of SR

*‘{{"o& ,’.'.*..a..t.a....i.«,;..f__q

Is VMS Prose?

~
s Granst Telou aed) iy s wivie
oyl e v p By S o
T L T .C:... A )

ohie . m— -wqﬁnl—.— ..l_4 »”
e o e dofady f_..::,‘,-',

bty 2 .;J
i “'"':r... e

3-17'":;‘? '“"“.;;'ér_... 157

s Y d KA'IL‘ s phre on wiidie lati o

vy ey s ffrr— A ey
boe o0 R ST AN’ ey e B il

N 1\adey mrpuringst e

*t‘_.‘ R AT e RS, [ B, VNSRS
_ Hndy -ul;,-,.‘_l.ou hrepe wasnts

e WREN .7.!..,__‘.‘,&. WIINIEY SPEVESI T

- s e My )
". " " by Yoy poldy PO ) 2
o { ey o B 0aCOn A Sampe et el =

$ —‘—_‘““ et '"_ " B eend.l L’J‘
z e T
b oher S tos odd o W, B T e .-
Tt Wy e actlomy Mo St s et
, $deet oy v agey

BUT:

Lines begin and end
disproportionately
often with certain
characters!

Looks like
paragraph
structure

The lineis a
functional entity...

Bigrams

Unigrams

Voynich does not have
many repeated bigrams.

5 10
% of correct guesses

15

Are VMS Word Sequences Predictable?

* Guess most likely word to follow current word

* Simulate game from bigram probabilities
90-10 train-test splits

B Hungarian
i Arabic

H WSJ

H Voynich B
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Zodiac Killer Ciphers

Zodiac 340 (still unsolved)

Zodiac 408 (solved, 1969)

Car e

R L S L S
oo'ﬂ‘t(‘ LR L N
DAMesNgeT@AD Y2 ew
rruxIaymen aAxbhonge
NORADLD > reTNer 90N
?J.%“..Do ~SuDvead .
LR I o B e
NP OHENS - e 0Ea ) gn
BRI TR Y LTl
CHMBrmsoa vl iyt
I.AK:-uIJsN004vnu
rEErOT M AqaR K
v . ‘veeann n

Smpure oxn
Exvaqnmx
LR
rHrxE)eO<
kxorlqr>
EprzaIxe=r
04 45 fleox

«XThrgerlaw

Bdqax, dan
B0 90 w o x
JIumioxnap
NA O hque
NYSER NG
SMmCYgXo na
Ae a0
Byn®<r+20
43 xwnpxy

| I
anoe k®0H
eIaxmIN4D
L3<xxbrn
duUNB >V
esnbsxz 9
a®ImT 8
Hz-99X39
Qs e s da>®
YoexDaqan
PRI SE>
mEeIFd>0qr
er3DeE=x<
LR I
X0y DX U
NANANQenIE
ABNMAxHd <

>m3a 8 anl
mqa-KWYe
BE<=sH 0063
Ladsgaaak
TguEqoad
Fea049/ n=k]
7YACP+W

| R

Zodiac Serial Killer

408-letter cipher (solved):

2- fus
(== =

LBLEH.IE&’ B

..nuv..‘ubadM _
X ¥ D<M

“orol o=y

o

sk @) <

o0 B -2 "X (o 5 5 1 e e

2Q O w3 s, W UL
T obrg o O =Q
-B9e-x./ P-4
- 0“0 ~q*0 «; - =0 X
~ Il O cn X g
NN L@ ey -
“N<@-3-l“N2D-28
“NomEC -z OO
O NN ) R N
“Ma> - = - 20
R B e o L W

# [
BASREAD
Eﬂﬁ*l’
H.IW

(plus two more sections)
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Zodiac Serial Killer

Plaintext solution

| UKE KILLING PEOPLE
MUCH FUN IT IS MOR

GAME IN THE FORR Plaintext has many
MOST DANGEROUE ANAMAL misspellings

Final 18 plaintext
characters of 408
are "junk"

PART OF | HAE WWHEN | DIE | WILL BE
REBORM IN PARADICE AMD THEI HAVE KILLED
WILL BECOME MY SLAVES | WILL NOT GIWE
YOU MY MNAME BECAUSE YOU WILL TRY TO
SLOI DOWYN OR ATOP MY COLLECTIOG OF
SLAVES FOR M AFTERLIFE
EBECORIETEMETHHFITI

Deciphering Zodiac 408
Bayesian models & Gibbs sampling

Model Sample Error
3-gram Random 62.3
5-gram Random all wrong!
! 3-gram solution  42.6

Word 1-gram Random all wrong!

Interpolated 5-gram Random 79.2
and word 1-gram

5-gram solution 3.3 / 2.6
[Ravi & Knight 11]
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Unsolved Zodiac 340

Has no obvious reading order bias

that repeat (freq > 1)

Could be nonsense ... or maybe
bigrams are smoothed out via
more careful substitutions.

% cipher bigram types | Left/ Up/ Diag. Diag.
Right Down North- | South-

order order East East
Zodiac 408 (solved) 13% 5 7 5
Zodiac 340 (unsolved) 7 6 8 5

Other Unsolved Ciphers

Dorabella (1897)

5. b B VI | N

Beale (18”85)7

Ede
B S e TP

'f-l"f""—' "l’r,""'*-nlv-l’-m-""rff.ll'm |#4-H:\E.§ ﬂ-.r"':-ﬂin;E

e §]
Kryptos (1990)

OBKR

UOXOGHULBSOLIFBBWFLRVQQPRNGKSSO
TWTQSJQSSEKZZWATIJKLUDIAWINFBNYP
VTTMZFPKWGDKZXTJCDIGKUHUAUEKCAR

- NYPVTT = BERLIN (2011 clue)

D

VLs&E mrsE-cIsE-twse-FOTsE \
Put TESET oM PUSE oD we bE.
A wen X “h“’dtwto.t""““"

(2 pp total)
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Collected Ciphers

55 54340 dajAiAE LD d0u Trunds Od 23kde
B it v pe e

Writing as a code for speech

8/12/2013
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Archaeological Decipherment

ciphertext

Archaeological Decipherment

Thinks Mayan decipherment should be based on .
. ; T ciphertext
ideographic rather than linguistic principles.

oD
Resists notion that the glyphs (Ee

e
have a phonetic component. It’s phonetic. | !;'i-f.__,_,%":{;,ﬁ

DA

J. Eric S. Thompson

Yuri Knorozov

8/12/2013

93



Archaeological Decipherment

* Mayan glyphs
» Egyptian glyphs (Rosetta Stone)
* Linear B

etc

Computer did not play much of a role in these
successful decipherments

Archaeological Decipherment

ciphertext

[Knight & Yamada 99]

8/12/2013

94



Archaeological Decipherment

ciphertext
primera parte

del ingenioso
hidalgo don ..

[Knight & Yamada 99]

Archaeological Decipherment

"When | look at these ciphertext
squiggles, | say to myself,

e g i t
this is really a sequence of primera parte

del ingenioso

. o 4
Spanish phonemes, but it _7 + hidalgo don ..
has been encoded in some e L7
L .
strange symbols..." R (Don Quixote)
4

OUR HERO

[Knight & Yamada 99]
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Archaeological Decipherment

ciphertext
Modern SEEa== _
» Spanish =—— Y — primera parte
sounds fEate asi del ingenioso
hidalgo don ..
Phoneme Phoneme-to- g
trigram model letter model (Don Quixote)
P(L|tSa)=0.03 Ply | L)=?
26 sounds: 32 etters.
B, D, G, J (canyon), > letters:
L (yarn), T (thin), a, n, gr e,; o, l;lc,
b:d:e;f;g,i,k,L - ? o a,.,.C, !e! ;g;
m,n,o,p,t, : hIIIJIkrIIm,n,
rr (trilled), s, o,pqrstu
t, tS, u, x (hat) Vv, W, X, Y, 2

EM approach = 93% accurate phonetic decipherment

[Knight & Yamada 99]

What if Spoken Language
Behind Script is Unknown?

Build a universal model P(p) of human phoneme sequence

production

— human might generally say: K AH N AH R IY
— human won’t generallysay: R T R K LK
Find a P(c | p) table

— such that there is a decoding with a good universal P(p) score

Phoneme & syllable inventory

— ifz,thens

— all have CV syllables; if VCC, then also VC
Syllable sonority structure
— dram, lomp, ? rdam, ? lopm
Physiological preference constraints

— tomp, tont,

? tomk, ? tonp

[Knight et al 06]
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Unknown Source Language

# of syllable consonant/ primera parte
—p syllables=——p ® —p type =—> B —> vowel ——+del ingenioso
in word sequence sequences

hidalgo don ..

P(1)=" P(CV)=? P(V|V)=? Pla|V)=?
P(2)=? P(V)=? P(W | V)=? PlalC)=?
etc. P(CVC)=7? etc.
+ 7 others
Input: primera parte del ingenioso

Output: NSV.NV.NV NVS.NV NVS VS.NV.SV.V.NV ..

S = sonorous consonant phoneme [Knight et al 06]
N = non-sonorous consonant phoneme
V = vowel phoneme

Practical Detour:
Phoneme Substitution Ciphers

When | look at street
signs in Tokyo, | say: this
is really written in
English, but it has been
coded in some strange
symbols. | will now
proceed to decode!

Parallel data: [Knight & Graehl 97]
Non-parallel data: [Ravi & Knight 09a]

OUR HERO
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Undeciphered Writing Systems

Undeciphered writing systems

Indus Valley Linear A
Script (1900BC)
(3300BC)

Phaistos Disc (1700BC?)
“‘ : o
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Conclusion

S

FINANCE a \ [elinek, Bahl, |
Brown & Mercer 75]
Mercer ?
\[todav] Witerbi 67 [Jelinek 69]
1
COMPUTER [Fano €3]
GAMES [Kelly 56] < T

SPEECH RECOGNITION

[Bahl, Jelinek, Mercer 83]

Decipherment and NLP

MACHINE TRANSLATION

|_> [Brown et al 90]

[Bahl & Mercer 76]
part-of-speech tagging
STATISTICAL NLP

[Shannon 51]
English n-gram LM

[Shannon 50] «<—— [Shannon 48] ~ > [Shannon 49]

INFORMATION
THEORY

[Hartley 28]

/T\
[Shannon 46] CRYPTOGRAPHY

... insights into communication theory &
cryptography developed simultaneously
and “they were so close together you
couldn’t separate them” (Shannon)
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Decipherment and NLP

| Cryptography

Manual

Mechanical H

.~ 1950s  Computer decryption,

Mathematical

Higher math,
deeper
understanding

T
i $ie

Y

op

s

Vi

Manual encoding

1920s  Mechanical encoding;
intuition-based decryption

based on information theory

1980s  public-key systems,
based on number theory

Human
translation
1960s

Rule-based MT
1990s

Statistical MT
2020s

??? 2?7 ?7?

thanks
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