
CPA-secure encryption from a PRF:

Σ[F ]:

K = {0,1}λ

M = {0,1}out

C = {0,1}λ × {0,1}out

KeyGen:

k ← {0,1}λ

return k

Enc(k,m):

r ← {0,1}λ

x := F (k, r ) ⊕ m
return (r,x )

Dec(k, (r,x )):
m := F (k, r ) ⊕ x
return m

Claim:

If F is a secure PRF (with in = λ) then Σ is a CPA$-secure encryption

scheme. That is, LΣ
cpa$-real

∼∼∼ LΣ
cpa$-rand

.
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Overview:

Want to show:

LΣ
cpa$-real

k ← {0, 1}λ

challenge(m):

r ← {0, 1}λ

x := F (k, r ) ⊕ m
return (r, x )

∼∼∼

LΣ
cpa$-rand

challenge(m):

c ← {0, 1}λ+out

return c

The proof will use the fact F is a secure PRF. In other words,

LF
prf-real

k ← {0, 1}λ

query(r ):
return F (k, r )

∼∼∼

LF
prf-rand

T := empty

query(r ):
if T [r] undefined:

T [r]← {0, 1}out

return T [r]
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LF
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T := empty

query(r ):
if T [r] undefined:

T [r]← {0,1}out

return T [r]

Apply security of F : replace Lprf-real with Lprf-rand. Are we done?
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challenge(m):

r ← {0,1}λ

z := query(r )
x := z ⊕ m
return (r,x )
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LF
prf-rand

T := empty

query(r ):
if T [r] undefined:

T [r]← {0,1}out

return T [r]

If r happens to repeat (which is possible), one-time pad z is reused!
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LF
prf-rand

T := empty

query(r ):
if T [r] undefined:

T [r]← {0,1}out

return T [r]

Must use fact that r is unlikely to repeat (when chosen this way)
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Lsamp-R

R := ∅

samp():

r ← {0,1}λ \ R
R := R ∪ {r }
return r

If-statement is always taken.
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LΣ
cpa$-rand

challenge(m):

r ← {0,1}λ

x ← {0,1}out

return (r,x )

But every response is chosen uniformly: This is just Lcpa$-rand.



Summary

We showed:

LΣ
cpa$-real

k ← {0,1}λ

challenge(m):

r ← {0,1}λ

x := F (k, r ) ⊕ m
return (r,x )

∼∼∼

LΣ
cpa$-rand

challenge(m):

c ← {0,1}λ+out

return c

So our scheme is a CPA$-secure encryption scheme when F is a

secure PRF.


