CPA-secure encryption from a PRF:

>[F]:
% = (0.1 Enc(k, m): .
— ’ out r«{0,1}
M=1to.1 x = F(k,r)®m

= {0, 1}* x {0, 1}out
¢ =017 >0 return (r,x)

KeyGen: . Dec(k, (r,x)):
k «{0,1} -
m:= F(k,r)® x
return k
return m

Claim:
If Fis a secure PRF (with in = 1) then X is a CPA$-secure encryption

scheme. That is, £> & L7 .
cpa$-real cpa$-rand



http://eecs.orst.edu/~rosulekm/crypto

Overview:

Want to show:

The proof will use the fact F is a secure PRF. In other words,

3
cpa$-real

k « {0, 1}*

CHALLENGE(m):
r {0, 1}%
x:=F(k,r)®m
return (r, x)

7
prf-real

k « {0,1}*

QUERY(r):
return F(k, r)

&

R

3

cha&rand

CHALLENGE(m):
ce{0,1 })Hout
return ¢

F
Lprf—rand

T := empty

QUERY(r):

if T[r] undefined:
T[r] < {o, 1}out
return T[r]




Security proof ceeeeeeecee

%
cpa$-real

k « {0,1}*

CHALLENGE(m):
r e {0,1}*
x:=Flk,r)y®m
return (r,x)
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%
cpa$-real

k « {0,1}*

CHALLENGE(m):
r— {0,1}
x = F(k,r)® m
return (r,x)
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CHALLENGE(m):
r— {0,1}
Z := QUERY(r)|¢
X:=z®&m

return (r,x)

k « {0,1}

QUERY(r):
return F(k,r)
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CHALLENGE(m):
r— {0,1}*
z := QUERY(r)|¢
X:=z®&m

return (r,x)

QUERY(r):
return F(k,r)



Security proof eeceeeecee

CHALLENGE(m):
r—{0,1}*
Z := QUERY(r)|©| QUERY(r):
X=z&m if T[r] undefined:

return (r, x) T[r] « {0,1}°ut

return T[r]

T := empty
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F
'Cprf-rand
CHALLENGE(m): r .
F e 0.1} = empty
z 1= QUERY(r)|®| QUERY(r):

X:=z®&m
return (r,x)

if T[r] undefined:
T[r] « {0, 1}°ut
return T[r]
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F
'Cprf-rand
CHALLENGE(m): r .
re {0,114 = empty
z := QUERY(r)|®| QUERY(r):

X =z®&m
return (r,x)

if T[r] undefined:
T[r] < {0, 1}
return T[r]
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,CF
prf-rand
CHALLENGE(m): T .
r e {0,114 = empty
z 1= QUERY(r)|®| QUERY(r):
X=z&m if T[r] undefined:

return (r,x) T[r] < {0, 1}

return T[r]
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F
'Cprf-rand
CHALLENGE(m):
— —| | T :=empty
r := sAMP() ‘
Z 1= QUERY(r)|®| QUERY(r): SAMP(): 5
xX=z&m if T[r] undefined: i = e

return r

return (r, x) T[r] « {o, 1304t

return T[r]
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,CF
prf-rand

CHALLENGE(m):
—() T = empty Lsamp-L

r := sAMP() .

Z 1= QUERY(r)|®| QUERY(r): SAMP(): 5

xX=z&m if T[r] undefined: re{0.1}

return r

return (r, x) T[r] « {o, 1304t

return T[r]
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F
'Cprf-rand
CHALLENGE(m):
e = R:=0
r:= samp() T = empty
Z 1= QUERY(r)|®| QUERY(r):

re—{0,1}*\R
R:= RU {r}
return r

X =z®m
return (r,x)

if T[r] undefined:
T[r] « {0, 1}°ut
return T[r]
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F
'Cprf-rand Lsamp—R
CHALLENGE(m):
- — R:=0
r:= samp() T = empty
Z 1= QUERY(r)|®| QUERY(r):

r—{0,1}*\ R
R:= RU {r}
return r

X =z®m
return (r,x)

if T[r] undefined:
T[r] « {0, 1}°ut
return T[r]
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F
'Cprf-rand Lsamp—R
CHALLENGE(m):
- — R:=0
r := sAMP() T = empty
Z 1= QUERY(r)|®| QUERY(r):

r—{0,1}*\ R
R:= RU {r}
return r

X =z®m
return (r,x)

if T[r] undefined:
T[r] « {0, 1}°ut
return T[r]




Security proof eeeeceecee

F
'Cprf-rand Lsamp—R
CHALLENGE(m):
- — R:=0
r := sAMP() T = empty
Z 1= QUERY(r)|®| QUERY(r):

r—{0,1}*\ R
R:= RU {r}
return r

X =z®m
return (r,x)

~if T[r] undefined:
T[r] < {0, 1}
return T[r]




Security proof eeeeececee

Lsamp-R
CHALLENGE(m): ]
Al R:=0
r:=sAamp() | |QUERY(r):
7= QUERY(r)[o| z « {0,1}°U|o| SAMP():
X =z®&m return z re{0, 1\ R
return (r,x) R:=RU {r}

return r




Security proof eeeeececee

Lsamp-R
CHALLENGE(m): R=0
r 1= samp() QUERY(r):
7= QUERY(r)[¢| z « {0,1}°Ut|o| SAMP():
X =z®&m return z re{0, 1\ R
return (r,x) R:=RU {r}

return r




Security proof eeeeececee

Lsamp-R
CHALLENGE(m): ]
s R:=0
r:=sAamp() | |QUERY(r):
7= QUERY(r)[¢| z « {0,1}°U|o| SAMP():
X:=z®&m return z r<—{0,1}’1\R
return (r,x) R:=RU {r}

return r




Security proof eeeeeeceoee

'C’samp—R
R:=0

CHALLENGE(m):
r := sAMP()
7z « {0,1}°4 |o SAMP():
X =z®&m re{0, 1"\ R
return (r,x) R:= RU {r}
return r
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'C’samp—R
R:=0

CHALLENGE(m):
r := sAMP()
z « {0,1}°4 |o SAMP():
X:=z®&m re{0, 1"\ R
return (r,x) R:= RU {r}
return r




Security proof eeeeeeceoee

Lsamp—R
R:=0

CHALLENGE(m):
r := sAMP()
z « {0,1}°4 |o SAMP():
X:=z®&m re{0, 1"\ R
return (r,x) R:= RU {r}
return r




Security proof eeeeeeecoe

Lsamp—R
R:=0

CHALLENGE(m):
r := sAMP()
x « (0,1}

return (r, x)

r—{0,1}*\R
R:=RU{r}
return r



Security proof eeeeeeecoe

Lsamp—R
R:=0

CHALLENGE(m):
r := sAMP()
x « {0, 1}out

return (r, x)

r—{0,1}*\R
R:=RU{r}
return r



Security proof eeeeeeeeoo

CHALLENGE(m):
r := sAMP()
x « {0, 1}out

return (r, x)

SAMP():
r < {0, 1}’1
return r
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CHALLENGE(m): Lsamp-t
r:= SAMP() SAMP():
X(_{O’1}OUt I‘(—{O,‘I}’l

return (r,x) return r



Security proof eeeeeeeeoo

chauence(m);| | Fuamp
r:= SAMP() SAMP():
X(_{O’1}OUt r(_{0,1}/1

return (r,x) return r



Security proof

CHALLENGE(m):
r—{o,1)*
X — {0,1}out

return (r,x)

0000000000




Security proof

CHALLENGE(m):
r < {0, 1}’1
X — {0,1}out

return (r,x)

0000000000




Security proof eeeeeeeeeo

%
L cpa$-rand

CHALLENGE(m):
r e {0,1}4
X — {0,1}out

return (r,x)



Summary

We showed:
3
cpa$-real
LE
k « {0,1}’1 cpa$-rand
CHALLENGE(m): x | CHALLENGE(m):
r « {0, 1}/1 c « {0, 1}l+out

x:=F(k,r)®m return ¢

return (r, x)




