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Unleashing the Power of 10T through Blockchains and Cloud Computing Technologies

One key reason behind the recent success of Internet of Things (10T) is the ever-increasing ability of 10T devices to perform
various computation and sensing tasks, with network connectivity allowing them to communicate data over the Internet
in real-time [1]. Such capabilities make 10T devices, especially when considered collectively, great enablers for a myriad
of new applications and services that could make urban cities safer and more responsive. To illustrate, consider a large city
event, such as the Soccer World Cup, the Olympic Games, or a major concert. An event of such a scale presents city officials
with major challenges, merely arising from the arrival and presence of massive numbers of event attendees and spanning
various city matters, including surveillance, emergency management, and traffic control. The envisioned loT-enabled
applications will mitigate these challenges.

Each application will involve multiple 10T devices, distributed across the city, that are grouped, dynamically and on-
demand, to collaboratively process a stream of collected data to extract and produce actionable information, as required
by the underlying application. In this article, we refer to each collection of 10T devices grouped to support an application
as a Participatory Network-on-Demand (NoD) instance, where here the 10T devices decide to join and contribute to the
application at their own will, and thus the term ‘participatory’.

The futuristic vision of smart cities is to consider cloud enabled-10T as an intelligent infrastructure [2,3], with
capabilities far greater than those of today’s computing infrastructures, that serves multiple
entities/ groups of the city, with each entity or group having its unique interest in collecting and processing data to serve
its own mission. In this work, we adopt a mission-centric space view for establishing the participatory NoD instances,
with each mission space constituted by all NoD instances supporting the city groups/entities with the same interest/mission.
Considering the large-scale city event, like the Soccer World Cup, again for illustration, multiple NoD instances may,
for instance, be needed to serve three different entities, each with a different mission: (i) Surveillance Mission, with an
NoD instance for monitoring and detecting threats and alerting police in real-time; (ii) Emergency Relief Mission,
with an NoD instance for routing and guiding ambulances and medical staffs to get to the accident scene as quickly as
possible; (iii) Traffic Control Mission, with an NOD instance for monitoring traffic and assisting drivers in reaching their
target destinations.

In this work, we leverage and combine the merits of both blockchains and cloud computing technologies to enable the
deployment and management of NoD instances to serve multiple different city missions. Our blockchains-enabled
distributed mechanisms allow: (i) the registration, discovery and management of participatory 10T devices; (ii) enable the
creation and mapping of NoD instances on top of the 10T resources; (iii) ensure service delivery and integrity of committed
l0T devices; and (iv) reward and secure payments to participatory devices.
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Fig. 1. System Overview: 4-tier IoT/Cloud Infrastructure and Protocol Operations
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Participatory Networks-on-Demand: System Components

Scalable 10T/Cloud Infrastructure

Fig. 1 depicts the proposed 4-tier system architecture. The top tier, Tier 1, constitutes the different Autonomous Clouds,
like AWS and Google Clouds, and serves as an interface/liaison between the end users and the infrastructure. Tier 2
constitutes the Core Clouds, which are distributed across different regions in the world and owned by the
Autonomous Clouds. Each Core Cloud, in turn, is associated with multiple Edge Clouds, covering the different regions
of the city to serve as cloud edges and bring cloud resources closer to the 10T devices [2]. Tier 3 is formed by all the
Edge Clouds. Finally, Tier 4 is the tier representing the 10T devices, with each device being associated with at least
one Edge Cloud to manage and handle its Internet connection and service.

Let’s now illustrate the NoD instantiation steps through an example. Suppose that the law enforcement office wants to track
a suspected criminal in some area of the city. The office can then issue a request, describing the requirements and
specifications of their surveillance application to a NoD Service Agent (Step 1 in Fig. 1). The NoD Service Agent, here, can be
perceived as a high-layer service provider that serves as the liaison between the end user (e.g., law enforcement office)
and the cloud/loT infrastructure. It receives the application requests from the different interest groups, translating the
interest groups’ requirements and specifications into NoD requests, and sending the NoD requests to the Autonomous
Clouds (Step 2). Once an NoD request is received, it is then disseminated to the Core Clouds representing the geographic
area of interest as indicated in the request (Step 3), invoking then the running of the NoD instantiation mechanisms by
loT Device Broker (Step 4), which first finds a device mapping solution (Step 5) and then sends it to the NoD Service Agent
(Step 6). An loT Device Braker, here, is a service provider that serves as a broker for 10T devices to handle their registration,
manage their payments, advertise their service, etc. Finally, the NoD Service Agent monitors the created NoD instance and
sends its configuration information back to the law enforcement officials (step 7).

Blockchain-Enabled NoD Instantiation Mechanisms

We use blockchains [3] to develop distributed mechanisms that enable scalable, fast, and reliable mappings of NoD instances
on top of the Cloud/IoT infrastructure. In our framework, the use of blockchains enabled: (i) simplified recordkeeping and
management of 10T devices, (ii) distributed NoD mapping and instantiation, (iii) service delivery monitoring and
verification, and (iv) secure payments and fund transfers to selected devices. The functionalities and responsibilities of the
proposed mechanisms can be captured in five main modules, which constitute our developed blockchains-enabled protocols:

e The first module handles the registration and management of the participatory 10T devices by allowing loT
devices to join, authenticate and register themselves to the network.

e The second module focuses on the discovery of the registered 10T devices and the mapping of the NoD
instances onto these discovered devices.

e The third module monitors the committed devices to make sure that they are up for delivering their agreed
upon service, and provides backup plans in case of service delivery failure.

e  The fourth module builds and maintains a trust system to keep track of devices’ reputations vis-a-vis of service
delivery quality and timeliness. The second module relies on these reputations to select devices during the
mapping phase.

e The fifth module is responsible for service delivery verification, and for securing payments and fund transfers
to the devices that deemed to have performed their service successfully as agreed upon.

Conclusion and Open Challenges

We showed the potentials of using blockchains and cloud technologies for easing the establishment and management
of participatory 10T networks on-demand to enable situation-awareness city applications. Clearly, the system at hand
is very complex, with many unsolved challenges. For the architectural aspects, we envision that with such a complex
system, many different types of service providers and deal-making agents will emerge, each interested in different parts
of the system and with different needs and requirements. One future challenge would then be to develop unified languages
to ease the interactions among these different entities, allowing the entities to express their preferences and to interact
with one another in a systematic way. Another related challenge would be to define the functionalities and responsibilities
of the different system entities, and to determine and define their interfaces and interactions.

As for the protocol design aspects, new mining and consensus strategies suitable for 10T remain to be developed. 10T
devices have limited computation, storage and energy resources, making existing approaches (e.g. Proof-of-Work for
Bitcoin) inefficient due to their heavy computation and/or long delay requirements.
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